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Abstract

An online distributed system which is helpful for users to contribute their surplus resources to handle the wide range of tasks is
called volunteer computing. In VVolunteer Computing System (VCS) technology, there exists heterogeneous devices which vary in
terms of processing power, latency, cost, and energy efficiency. VCS is heterogeneous in nature so, it is essential to utilize all the
resources to provide high Quality of Service (QoS), innovation and cost effectiveness for all requests. The dynamism and
heterogeneity of VCS makes it essential to utilize all the resources for providing excellent Quality of Service(QoS). This innovation
is also cost effective for all the requests. Task scheduling problems that are classified as NP-hard are very challenging in
heterogeneous VCS environments. Therefore, two scheduling algorithms Min-CCV and Min-V are proposed for volunteer
computing systems. The primary objective of the proposed algorithms is to improve network performance and also enhance the
QoS by reducing the computational, communicational, and violational costs for various Internet of Things (1oT) based applications
which in turn improves the quality of life. A task scheduler module allocates tasks Ti as a group of n jobs that are identified T1, T2,
L ,Tn for a volunteer computing system. These tasks have specific attributes like memory requirement, input and output file
sizes, QoS requirements, etc. The outcome of the simulator describes that the proposed algorithm can allocate tasks in a more
efficient way to the volunteer fog-cloud environment in comparison to existing methods. As compared to the generic-based
algorithms, the proposed Min-CCV and Min-V algorithms enhance the deadline satisfaction rate to approximately 99.5% and
decrease the costs incurred by 15 to 53%. The comprehensive simulation results give the better outcome of proposed work as
compared to existing practices.

Keywords- Volunteer computing, Quality of service, Task scheduling, Cost efficiency, Resource use efficiency, Min-CCV, Min-
V.

1. Introduction

A VCS is a model that utilizes excess resources of volunteer devices to create more cost-effective and
environment-friendly infrastructures and services (Aburukba et al., 2020; Anderson et al., 2005). These
types of devices are distributed, dynamic, and heterogeneous in nature that allow management of complex
problems. In a VCS environment various heterogeneous fog nodes (FNs) and cloud nodes (CNs) could be
utilized (Ghafarian and Javadi, 2015). While FNs decrease the cost and time, these are also constrained by
insufficient computing resources. Combining CNs with FNs creates a robust computing environment for
effectively managing complex applications due to the enhanced resources offered by CNs. Many loT
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applications are created by combining sensors, smart home devices, smart traffic devices (Byers, 2017;
Montero et al., 2017). Less response time is required for real time applications such as robotics, virtual
reality, augmented reality, real time video conferencing, surveillance through video recording, and
applications performing online big data analytics etc. 10T applications consist of various heterogeneous
tasks, known as Bag of Tasks (BoTs) which have different sets of performance requirements (Nguyen et
al., 2019). A process in which a volunteer resource is assigned to a particular task is called task scheduling.

1.1 Fog Computing

Fog supported smart city and smart home concepts is represented by authors in Naranjo et al. (2019). Multi-
tiered architecture is used to display the delegation of different tasks and real time applications to fog nodes.
These applications need low energy consumption, less latency, and less cost in terms of communication
and computation. Moreover, fog-cloud architecture is replicated by iFogSim simulator using input, output
and web traffic. Energy efficiency, network usage, cost, and low latency are the outcomes that are achieved
by using fog computing environments.
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Figure 1. The architecture of Cloud-fog environment.

A hybrid optimization scheduling technique was considered by the authors in Rafique et al. (2019). In this
approach, the workload was distributed and a task was allocated to the best device across the various fog
devices. Execution rate, energy efficiency, and latency has been improved through the simulation that is
performed on iFogSim. The authors Rani et al. (2022), Shilpi et al. (2023), explained that blockchain
technology and fuzzy logic models are useful to enhance the QoS of fog computing. The authors (Rafique
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et al., 2019) proposed some general scheduling schemes that are based on the system’s RAM, CPU,
bandwidth. Fog computing approach for low latency, enhanced network usage, energy efficiency, and
guality of experience (QOE) was explained by authors (Taneja and Davy, 2017). By adjusting the CPU
frequency, the authors Toor et al. (2019), solved the problem of energy consumption in order to provide
QosS.

Mobile users transfer their data to the edge devices for the execution by using Mobile Edge Computing
(MEC) method that is similar to fog computing (Mavromoustakis et al., 2019). In order to perform task
offloading that enhances data security, real time monitoring, and enhancing QoS, a Mixed Integer Nonlinear
Programming (MINLP) approach is considered in MEC (Li et al., 2022). To achieve the QoS, however, the
suggested method by authors increases the performance of the fog cloud model and examines the federated
cloud or volunteer devices in addition to using the resources of the central fog device. Figure 1 shows the
cloud fog architecture having three layers: cloud layer, fog layer, and edge layer. The distance from the
cloud to the edge layer is significantly larger as compared to fog to the edge layer. Hence, it provides low
latency and quick response to the end users.

1.2 Volunteer Computing

A distributed computing in which resource holder users can share their extra and spare resources with other
users is called volunteer computing. To expand the volunteer resource pool, an ad-hoc networking based
paradigm is used. With the help of WiFi, bluetooth or any other connecting source, a task distribution point
with internet connectivity invites other devices to join the network. High processing 10T based devices
expand the pool of resources by adding volunteers which are helpful to perform the operations at the end
devices (Mengistu et al., 2019). Small data centres acting as clouds also serve as processing hubs between
clouds and end users. The unreliability of the participant issue of volunteer computing is solved by a Multi-
Criteria Based Randomized (MCBR) approach (Panadero et al., 2018). MCBR approach provides a good
performance by choosing the volunteer nodes for computing devices effectively and quickly by iterating
the unstable volunteer nodes.

1.3 Motivation

A significant effect of task scheduling is on monetary cost and QoS in the volunteer fog environment.
Different devices have different requirements related to their issues like latency, sensitiveness etc. This
confuses the scheduling process related to latency, energy efficiency of the fog-cloud applications. So, to
optimize the quality of service that improves the resource utilization and performance of the network in the
fog environment, different scheduling techniques are needed (Rani et al., 2023). To address the issues of
task scheduling, different solutions have been suggested in the literature. But that solutions have some
limitations regarding energy efficiency, cost, use of network and latency (Aburukba et al., 2020; Benblidia
etal., 2019; Bitam et al., 2018; Fizza et al., 2022; Ghobaei-Arani et al., 2020; Javanmardi et al., 2021; Pham
etal., 2017). Most of them overlook task prioritization and assign equal priority to 10T tasks (Benblidia et
al., 2019; Zhang et al., 2019). Many proposed methods do not take into account the cost of system violations
in their formulation of the problem, however few researchers have considered it (Wang and Li, 2019; Yang
et al., 2020). This proposed work considers prioritizing tasks in the fog-cloud computing on the basis of
their deadlines, cost of the violation, and network latency for the scheduling.

The proposed research considers the below-mentioned research questions:

(i) Can an effective algorithm be developed that is useful for scheduling strategies for minimizing the cost
and improving the QoS for volunteer computing in a collaborative cloud-fog environment?
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(ii) How can quality of service (QoS) be ensured more competently than existing literature for latency
sensitive and cost sensitive applications in a cloud-fog environment?

(iii) How the QoS and the volunteer’s computing costs are affected when the fog computing and cloud
computing collaborate?

1.4 Goal and Contribution

Min-CCV (Minimizing computational, communicational, violational cost) and Min-V (Minimizing
violational cost) are the two heuristic algorithms that are proposed in this study. The aim of the algorithms
is offering low resource costs in terms of computational, communicational, and violational but providing
higher quality of service in the volunteer computing system.

In short, the primary contributions of the current research are:

o Task scheduling algorithms are being proposed for a volunteer computing problem to achieve QoS that
supports 10T tasks in a fog-cloud environment.

e Two heuristic algorithms named Min-CCV and Min-V are proposed to solve the problem. The primary
goal of Min-CCV algorithm is to minimize computational, communicational, and violational costs while
Min-V algorithm aims to decrease violational cost.

o To check the efficacy of algorithms proposed, ample tests have been conducted. The various test proofs
that the proposed algorithms in the volunteer computing system for IOT tasks give better efficiency as
compared to existing methods.

The table shows that T; and Ts are allocated to fog resources, while T, and T, are allocated to cloud
resources.

Table 1. Sample task allocation.

Task ID Task name Required resources Resource type
Task ID-T; Data compilation Edge device no. 1, Edge device no. 2 Fog
Task ID-T, Processing of data Cloud server 1 Cloud
Task ID-T Analysis Edge device no. 3 Fog
Task ID-T,4 Visualization of the data Edge device no. 4, Cloud server 2 Cloud

Table 2. Sample task scheduling.
Task ID Task name Kickoff time Wrap-up time
Task ID-T, Data compilation 10:00 AM 10:30 AM
Task ID-T, Processing of data 11:00 AM 12:00 PM
Task ID-T Analysis 10:00 AM 11:30 AM
Task ID-T,4 Visualization of the data 12:30 PM 1:30 PM

The start and finish times of each task are used to schedule the various tasks. Table 1 demonstrates the
sample task allocation, and Table 2 demonstrates the sample task scheduling. Shown in scheduling Table
2, Ty and Ts are scheduled to start at the same time based on the interdependence between the tasks, whereas
T, and T, are scheduled to start at different times. There are numerous 10T applications used in today’s
scenario, each with its unique requirements. While some of these are tolerant of latency, others are sensitive
in nature. The intricacy of the situation makes it more challenging to organize and manage these
responsibilities effectively. Task scheduling in fog-cloud domains is an issue that has a number of potential
solutions (Yang et al., 2020). However, several of these methods have a number of shortcomings. For
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instance, the majority of them assume that all tasks related to the 10T have the same importance and do not
take task priorities into consideration. With a few notable exceptions, the bulk of the proposed solutions
also fail to formulate the issue in a manner that accounts for the penalty of breaching the system.

Here is an outline of the remaining sections of the paper. The literature review is presented in Section 2.
The proposed architecture of the volunteer computing system is further discussed in Section 3. Section 4
exhibits the volunteer computing-based task scheduling approach for enhancing the QoS. Section 5 implies
the need to develop the proposed algorithms with details on the same and the performance evaluation.
Lastly, the conclusion is covered under Section 6.

2. Literature Review

The proposed task scheduling algorithms that utilized volunteer computing is discussed in this section.
Static task scheduling techniques have been categorized as metaheuristic or heuristic algorithms. A brief
overview of several algorithms is given in the following sections.

2.1 Heuristic-Based Fog Algorithms

An optimal solution is provided by a heuristic algorithm to minimize the latency in a fog-cloud
environment. A workflow scheduling algorithm is suggested that considers cost and makespan in a fog-
cloud environment (Pham et al., 2017). To improve the system's quality of service, the algorithm is divided
into three stages: task prioritization, node selection, and task reassignment. An enhanced classification
mining algorithm on the basis of association rules is presented by Liu et al. (2018) and is integrated with
the task scheduling process. The study focuses on reducing the average waiting time period and the
execution time period for the task to be scheduled. A priority-aware scheduling algorithm was represented
by the authors (Choudhari et al., 2018) for reducing response time. The closest fog server manager evaluates
a client request's priority and determines whether or not its fog nodes are equipped to handle it. If so, the
client receives the result after the request has been processed. The task is then assigned to one or more fog
servers if these are able to supply requisite resources. If the fog layer resources are insufficient, then requests
are forwarded to be fulfilled by cloud layers. To reduce the latency in heterogeneous environments, a secure
task scheduling algorithm was proposed by authors (Liu et al., 2019). The algorithm has two stages where
the first stage calculates the efficiency of the processing nodes and creates a stable matching nodes pairwise
for computing resources and the second stage synchronized task scheduling algorithm which was applied
to make the best decisions possible when assigning tasks to the resources.

In Fizza et al. (2022) authors presented two embedded-fog-cloud frameworks and categorized tasks into
firm, hard, and soft types. These algorithms allocate application tasks to suitable processors to minimize
communication delays. The task scheduling issues were highlighted by authors Zhang et al. (2019) in
volunteer computing where a task scheduling algorithm for delay optimization was proposed for reducing
the overall processing delay. In Seth et al. (2022), authors explored machine learning algorithms to enhance
resource management, QoS optimization, and energy efficiency. A heuristic method for scheduling in
multiple real-time applications of the fog-cloud computing environment is suggested by the authors in
Stavrinides and Karatza (2019). In this method, the cloud nodes were responsible to handle the computation
sensitive tasks with low communication requirements and sensitive communicational tasks with less
computational requirements are handled by fog nodes. While scheduling, prioritizes of the pipelined tasks
were assigned in accordance with their deadlines. To offer the required completion time, each virtual
machine was allocated to each task. In this, a fuzzy logic method was suggested by authors (Benblidia et
al., 2019), to organize the tasks in a fog-cloud environment. Further,based on the preferences and
characteristics, fog nodes were prioritized.
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2.2 Metaheuristic-based Fog Algorithms

To obtain an optimal solution for a scheduling problem, metaheuristic algorithms use random search. The
authors addressed a job scheduling problem in FC where an optimal solution was given for allocating the
memory and execution time performance metrics (Bitam et al., 2018). An Enhanced Energy Proficient
Clustering (EEPC) algorithm was suggested by authors (Guleria et al., 2021), in which a metaheuristic
based algorithm was utilized to enhance the network performance and energy efficiency through relay
selection and node clustering in heterogeneous environments. In Islam et al. (2021), authors handled the
issue of job scheduling, where a fair balance between execution time and allocated memory was suggested
using the Bee life algorithm as a swarm-based optimization. Mishra et al. (2018) proposed a scheduling
technique which minimizes makespan and energy consumption where three metaheuristic algorithms
namely: Bat algorithm, Particle Swarm Optimization (PSO), and Binary Particle Swarm Optimization
(BPSO) algorithm were used.

A novel resource allocation approach was introduced wherein authors focused on task scheduling where
particle swarm optimization technique was used to minimize the response time, latency, and energy
consumption (Gill et al., 2019). Khattar et al. (2019) represented an algorithm which was helpful to decrease
the time, cost, and computing resources. A generic method was suggested by the authors to decrease the
cost, latency etc. to focus on the issues of makespan and computation (Nguyen et al., 2019). Seth et al.
(2021) focused on how smart devices are interconnected through the internet for gathering and processing
the data to solve the issue of Integer Linear Programming (ILP) and developed a personalized evolutionary
algorithm. A modified genetic algorithm was introduced by Aburukba et al. (2020) which formulated task
scheduling as a linear programming problem to reduce the latency, and network usage.

A hybrid heuristic approach combining the PSO and ACO was suggested by Wang and Li (2019), wherein
task scheduling approach helped to reduce the energy consumption and delay. To increase the use of Cyber
Physical System (CPS), Ghobaei-Arani et al. (2020), suggested a moth-flame optimization algorithm in
which the main function of task scheduling was to maintain execution time with data transfer rate of the
tasks to enhance the quality of CPS applications. A joint fuzzy particle swarm optimization mobility-aware
approach to the fog task scheduling algorithm for the internet of things devices (FPFTS) defines a joint
meta-heuristic method wherein PSO is integrated with fuzzy approaches and issues of task scheduling in a
fog computing environment. Here, a 3-layered loT devices architecture was introduced to achieve the goal.
Furthermore, Javanmardi et al. (2021) applied their verified scenarios to mobile devices along with fog
device features and their communication approaches.

Table 3 provides a summary of the relevant literature and emphasizes the contribution of existing research.
It is worth mentioning that various task scheduling problem aspects have been explored in previous studies,
however, there is still a potential for enhancing the formulation of a problem and algorithm effectiveness.
The proposed research introduces two heuristic algorithms to address the problem of BoTs optimization
which consider response time as well as communicational, and computational costs of tasks.

3. Proposed Architecture

This section provides the details of the proposed architecture for VCS, as depicted in Figure 2. The system
comprises 3 layers: 10T devices, CNs and FNs.
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Figure 2. Architecture for the proposed VCS.

The first layer consists of various 10T devices, which include smart home sensors, healthcare devices, and
wearable devices. These devices could submit their job requests to higher layers to be executed on CNs and
FNs. The second layer, known as fog layer, consists of routers, smart devices, access points etc. and it
provides capabilities of networking, storage, and processing. The powerful volunteer servers are present
within the cloud layer, which have high computation and communication costs and are located far from loT
devices. The requests which require significant processing power must be directed to the CNs due to their
superior computing capabilities compared to FNs. The three main components of fog broker, in the middle
of fog layer, are resource monitoring, receiver request, and task scheduler. The fog broker placed in the
middle of fog layer. The fog broker comprises three main components: resource monitoring, receiver
request module, and task scheduler. The receiver request module is used to assemble all incoming requests
from end devices and it distributes these requests with the help of gateways. The first thing that is done by
the receiver request module is to verify the integrity and accuracy of the request. After that, it calculates
various parameters of the request. After that, it forwarded the request to the task scheduler where proposed
algorithms are executed. To collect and monitor the available resources, a resource monitoring unit is
responsible. Task scheduler solves the task scheduling problem by considering FNs and CNs task profiles
and resource capacity, mapping tasks to nodes with each time period.
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Figure 3. The proposed task scheduling approach.

An overview of proposed architecture is shown in Figure 3. Here, in this figure, the fog broker receives the
requests from the users and breaks down the vector of different tasks and makes a BoTs list. After that it
distributes the BoTs to the available networks, that is this process is done by the fog broker. The cloud
nodes will transfer the tasks to the available servers if the task is assigned to CNs. FNs might be given tasks
according to their needs, like applications that require a lot of computation and delay. Fog nodes located
closer to users may be the preferred option for fog broker assignments. The network throughput is enhanced
for the delay-sensitive applications if they are allocated to the FNs. Moreover, tasks are distributed to the

respective users if CNs and FNs are forwarded the task to the fog broker.

Table 3. Comparison table of bag of tasks and cyber physical system on relevant literature.

Reference S%thg Apptl;gztlon Reiggtrce Retsi;r)r?ense Dgexi;:’r;e- Runtime | Suggested algorithms
Pham et al. (2017) FC w v N v L G
% Liu et al. (2018) F B X v X M G
3. | Choudhari et al. (2018) FC B X v v L G
o Liu et al. (2019) FC B X v X L Hete;"e%‘i;‘;?(f fog
Fizza et al. (2022) FC B X v v L Autonomous cars
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Table 3 continued...

B L Voluntary-mode fog
Zhang et al. (2019) F X v X networks
Stavrinides and FC L Real-time loT
Karatza (2019) W X v v workflows
Benblidia et al. FC B
(2019) v v X M G
Bitam et al. (2018) F B v v X H Mobile users
Mishra et al. (2018) F. B X v X H Industrial applications
Gill et al. (2019) FC W X v X H Smart homes
% Nguyen et al. (2019) FC B v v X H G
s Aburukba et al. FC
g (2020) W X v v L G
z Wang and Li (2019) FC B X J X H Smart factories
o Ghobaei-Arani et al. B H —_—
(2020) F X N X CPS applications
Javanmardi et al. FC B .
(2021) X v X H Mobile loT
Min- . FC B
ccv Proposed Algorithm v v v VL
Min-V | Proposed Algorithm FC B v v v L G

NOTE: In System Model Column: 'F' symbolizes Fog; 'FC' symbolizes Fog-Cloud. In Application Type Column: 'B' symbolizes Bag of Tasks; "W’
symbolizes Workflow. In Runtime Column: 'H' symbolizes High; ‘L' symbolizes Low; VL' symbolizes Very Low; 'M' symbolizes Moderate. In
Suggested Algorithm Column: 'G' symbolizes Generic.

4. Volunteer Computing Based Task Scheduling Approach for Enhancing the Quality-of-
Service

The mathematical formulation of task scheduling is discussed in this section. Table 4 shows the different
notations used in this study. A task scheduler module allocates the tasks 7; as a group of n jobs that are
identified as T\, T, T5,....... , T, for a volunteer computing system. These tasks have specific attributes like
memory requirement, input and output file sizes, QoS requirements, etc. Here, a set of m computing nodes
which are involving ffog nodes and ¢ cloud nodes in the volunteer computing system, where N = Ny U N,
is denotesas N = {Ni, N2, Ns, ........ ,Nm}. Here, Nr and N, denotes a set of fog nodes and a set of cloud nodes
respectively. The characteristics like processing rate, delay in communication, utilization of bandwidth etc.
are possessed by each node N;. CNs generally provide higher processing capabilities than FNs, but these
also increase the transaction costs and communication delays.

To represent the status of the task, let Xn«m be the assigned matrix. If the task T; is assigned to node N;,
then, x;; = 1, otherwise x;; = 0 as shown in Equation (1),

_ J LIfT;is assigned to N;

xij— VTiE T,'V]V] EN (1)

0, otherwise

There is a delay before a task starts running on a node after it has been allocated to it. Equation (2) defines

E;; as the execution time of task T; with assigned time N;, calculated as mentioned below in Equation (2):
S

Eyj = —bm, VT, € T,YN; €N )
J

where, T;° & N/** displays number of instructions of task T; along with the processing rate of node Nj,
respectively. The VCS cost is then calculated, considering the CCV.
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Table 4. Notations made during the formulation of the problem.

Notations (Symbols) Description
T Set of independent tasks, where | T|=n
N Set of nodes where [N |=m
i Index of tasks, i € T
j Index of nodes, j €N
Ny Set of fog nodes, where | Ny | =f
N, Set of cloud nodes, where | N, |=c¢
Xij Decision variable, if T; is allocated to N;
Ey; Execution time of T; on N;
TS Number of instructions of T;
NP The CPU processing rate of N;
comr The computing cost of T;
cj” CPU usage cost of N;
i Memory usage cost of” N;
Tmem Required memory of T;
e Memory capacity of N;
ceomp Total computing Cost
ceemm Communication cost of T;
cb Bandwidth usage cost of N;
i Required bandwidth of T;
CComm Total communication cost
T/ esponse Response time of T;
N The delay between the task scheduler module and N;
W;; Waiting time of T; in the queue of N;
Tteadline Required deadline time of T;
cplot Violation cost of T;
T The required quality of service of T;
Trenely Penalty rate of T;
cViot Total violation cost
ctotal Total cost

4.1 Computation Cost

There is a computation cost associated with each task that is completed by a computing node. A task's
computation cost can be divided into 2 components: processing cost and memory cost, which can be
calculated as mentioned below in Equation (3).

m
Ci(:omp = (Cp X El] + ™ x Tl-mem) X Xijs Vi€ {1, ..... , n} (3)
j=1 ] ]

where, T;/™*™ shows the memory requirement for task T;. In addition, c}’ represents the utilization of CPU,
and ¢;™ represents memory utilization of node N;. Equation (4) displays the overall computation cost for all
n tasks.

n
cComp — Zi:l Cl-comp (4)
4.2 Communication Cost
Communication cost has been introduced for a particular task. This cost is determined by the total size of
the input and output data files for the task as well as the bandwidth cost used. Let T?" is the required
amount of task T; and cjb is the utilization cost of bandwidth of node N;. Equation (5) displays
communication cost for the task T; .
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m
ceomm — Z (e XTP) X V€L ) ©)
J:
Therefore, the following Equation (6) provides the overall communication cost for all n tasks.
C _ n
cComm — Zi=1 Cicomm (6)

4.3 Violation Cost

Violation cost is an important parameter that must be considered in order to model the QoS. To compute
this, the system response time of task T; must be determined. In this case, it is described as the required
amount of time to transfer input and output files to the task scheduler. After that, delay between task

scheduler module and node N; is taken into consideration that is shown by deel“y. E;; represents the
execution time and Wij; represents the waiting time of the task T; for the node N;. The below mentioned
formula in Equation (7) is used to calculate the response time for the task T; after taking these factors in
account.

m
TTeSPONSe Z 1(2 X NP 4 B+ W) X xy, Vi€{1,2,3.....n} @)
]=

Here, V; signifies the percentage of the violation to compute the violation cost for a specific task T;as
mentioned in Equation (8).

Vo= max (0, TZ’eSPUnSE R Tideadline)
P =

x 100, Vi €{1,2, 3. ....... ,n} (8)

Tideadline
Here, two values of Viare [0, «] are taken. It displays O if the response time of the task is less than the

deadline time of the task (T2¢24!ne > T7SPO™5€) Fyrther, depending on how much time has passed between
the response and the deadline, it might be a positive value.

QoS evaluation is needed for the violation cost for a particular task Ti and it is shown as T;"**, and for the
violation of the delay by the fog broker, a 1% penalty should be paid. Equation (9) displays the 7" **”
cPt = (V- (100 — T°%) x TP vie(l,2,3.......... ,n} 9)

4

Therefore, the Equation (10) provides the overall violation cost for all n tasks.
CViOl — Zn CViOl (10)
i=1 "1

Now, the Equation (11) is used for calculating the total cost of a VCS.
ctotal — cComp 4 ~Comm _ cViol (11)

4.4 Overall Problem Formulation

The primary goal is to determine the most cost-effective solution to the task scheduling problem in a
heterogeneous VCS. As a result, the mixed integer linear programming (MILP) model defines the final
optimization formula as mentioned in Equation (12).

min Ctot® (12)

4.5 Memory Constraint
xij X "™ < N™*™ Vi€{l,2,3.......... ,NhLVjevie({l,2,3....... , m} (13)

i
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4.6 Task Constraint

m
Z‘ =1 VI 23 R Vi€l 23 .m} (14)
]=

4.7 Decision Variable
x; € {0,1}, Vie{l,2,3.......... N} VjE{1,2,3 , m} (15)

Here, it is ensured that to solve the MILP problem, and the task scheduling issue, wherein n independent
tasks are required to be processed via m independent nodes. For mapping different tasks to the nodes, the
existing mn solutions are mentioned, since the attributes of nodes and the requirements of tasks are different.
Typically, n and m in a large-scale problem are in thousands of numbers, thus, an effective algorithm is
given to solve complex problems. In the proposed work, two heuristic techniques have been proposed for
very large-scale n & m to identify a good solution for real-time 10T applications. The 3-tiers of the
architecture proposed for the VCS involve the CNs, 10T devices, and FNs.

The Internet of Things (1oT) layer has wearable technology, medical equipment, and smart home sensors.
The components are responsible for generating work requests that have been subsequently forwarded to
upper layers for processing. The fog layer comprises various types of FNs, including personal computers
(PCs), routers, access points, and mini-servers. Every functional node possesses computing, networking,
and storage capabilities. FNs act as intermediary processing nodes between the CNs and the 10T devices.
Volunteers manage the communication and computation abilities for the cloud layer. The CNs are
significantly more distant from the loT devices compared to the FNs. CPUs are utilized for tasks that
demand a substantial level of computational capacity. The receiver authenticates incoming requests from
10T devices and gateways to ensure completeness and accuracy. Before transferring the request to the task
scheduler, the system calculates the key parameters of the requests which includes number of tasks and
specifications of the tasks. Resource monitoring component consistently collects and evaluates the
resources available for fog nodes and cloud nodes. To enhance scheduling efficiency, the task scheduler is
supplied with current information regarding the condition of nodes. To implement the task-scheduling
strategies, the fog scheduler acts as a key element of fog broker.

The task allocation process is illustrated in Figure 3. Requests are received by the fog broker from users.
The fog broker categorizes the requests into individual tasks, creating a list known as BoTs. The scheduling
algorithm will ascertain if the BoTs list is sorted. The Fog broker distributes the BoTs list to all accessible
CNs and FNs within the network and then allocates the tasks to the appropriate nodes. FNs are favoured
for tasks requiring immediate attention because of their close proximity to users, while CNs are tasked with
completing assigned responsibilities. This allocation strategy efficiently distributes tasks to enhance the
network throughput. The goal of the task scheduling problem is to distribute work across the nodes while
considering all of their capabilities and unique characteristics. These characteristics include the CPU's
processing speed, the price of memory utilization, the price of bandwidth usage, the memory's capacity,
and the delay. The goal is to assign the tasks most efficiently while utilizing the fewest resources possible
to fulfill the QoS criteria and the deadlines for the projects.

The binary values in the decision variables X(Ti, N;) represent the assignment of a job T to the computing
node N;. The task scheduler is able to determine the most efficient way to assign jobs to compute nodes by
solving the task scheduling issue while taking into consideration the limits and optimization criteria that
have been specified. It illustrates how the activities are completed in order and how each component of the
scheduling process works. This section provides additional insights related to the implementation section.
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The dependency among various tasks at the application or job level is not considered in the work currently
being done. The methods that have been proposed must be improved in order to handle the scenarios where
task dependencies are present. This is due to the fact that some real-world applications include tasks that
depend on each other. The performance of proposed algorithms make them suitable for implementation as
a solution to job scheduling issues for the fog-cloud environment.

Attribute ranges for several parameters in Type 1 and Type 2 task settings, which depict two separate types
of task settings. Each parameter and its associated values are mentioned below:

(i) Size: This parameter is measured in mega instructions (MI), and represents the size of the task. The
size for Type 1 activities can range from 100 to 372 MI, whereas the range for Type 2 jobs is 1028 to
4280 M1 for one set and 5123 to 9784 MI for another set.

(if) Required Memory: The memory needed to finish the task is specified and measured in megabytes
(MB). Regardless of the task type, the range for this parameter is between 50 and 200 MB.

(i) Input File Size: The input file size for a task is measured in megabytes (MB) and its range is varying
from 0.3 MB to 1.5 MB. Also, it does not mention any difference between Type 1 and Type 2 jobs.
(iv) Output File Size: The output file size for a task is also measured in megabytes (MB) and its range

varies from 0.1 MB to 1 MB.

(v) Deadline: It is measured in milliseconds and defines the allotted time for completing the task. The
deadline for Type 1 tasks might range from 100 to 500 milliseconds. However, there are two sets of
deadlines for Type 2 activities, one for 500 to 2500 ms and the other for 2500 to 10000 ms.

5. Proposed Algorithms with Performance Evaluation

This section presents the heuristic techniques Min-V and Min-CCV for job scheduling in a VCS
environment. Subsequently, it presents the algorithms' space and time complexity analysis and explains the
simulation configuration, performance indicators, and outcomes. By comparing proposed algorithms with
state-of-the-art techniques, the findings confirm that the proposed algorithms perform in a better way as
compared to other algorithms.

5.1 Min-CCV Algorithm

To consider computation, communication, and violation costs, a task scheduling algorithm called Min-CCV
is proposed. Min-CCV algorithm provides a minimum overall cost for a particular task shown in Equation
(12). In Equation (13), the required memory to complete the task is evaluated for all cloud and fog nodes.

The pseudo-code for the Min-CCV algorithm is shown in Algorithm 1. Initially, the algorithm sets each
node's available time to 0 (step 2). For a given task, the main loop (steps 3-19) iterates over all nodes to
determine which node provides the lowest total cost, considering violation, computation, and
communication costs (steps 5-16). The algorithm first checks the memory constraint to ensure the node has
sufficient memory (step 6). The total cost for a node is calculated in (steps 7-10) when the memory
requirement is fulfilled. Lowest cost node is selected for the task (steps 11-14). Finally, the selected node
is assigned for a task, and the available time of the node is updated accordingly (steps 17-18).

Min-CCV complexity is dependent on the involvement of a number of nodes and tasks. At the beginning,
the available time of the nodes is set to O(m) (step 2). Two nested loops that execute n and m times is the
semi-result of the algorithm. So, the total time complexity is O(nxm). Moreover, Min-CCV algorithm
complexity w.r.t number of tasks and nodes is O(n+m).
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Algorithm 1: Min-CCV: computation, communication, and violation-aware algorithm

1 procedure Min-CCV (T, N)

2 availableTime [|N|]] «< O

3 for all Ti € T do

4. Cmin «— o0

5. for all N; € N do

6. If T/"™ < N"*™ then

7 Calculate ;™ using Equation (3)
8. Calculate Cf°™™ using Equation (5)
0. Calculate C}*°" using Equation (9)
10. Ctotal - CComp + CComm + CVL’ol
11. If Ctotal < Cmin then

12. Cmin<_ Ctotal

13. index « j

14. end if

15. end if

16. end for

17. allocate T; to Ningex

18. availableTime [Ningex ] « availableTime [Nindex ] + Eiindex
19. end for

20.  end procedure

5.2 Min-V Algorithm

For the batch mode, an effective heuristic algorithm is proposed in this section, where bag of tasks (BoTs)
are received by a task scheduler module. The main goal of Min-V algorithm is to reduce the delay which
shows that the given algorithm prioritizes Quality of Service (QoS) over cost. To accomplish this, first rank
the tasks according to their assigned deadlines. After that, for the required memory and task deadline, a
collection of fog nodes (FNs) and cloud nodes (CNs) are generated for each task. Next, select the nodes
that require the low processing and communication time. If none of these nodes can complete the task by
the deadline, select the node that incurs the lowest violation cost.

Algorithm 2 provides the pseudo-code for Min-V. The algorithm's specifications are as follows:

Initially, available time for all the nodes is set to 0 (step 2). In step 3, tasks are arranged in ascending order
according to their deadlines. Thereafter, tasks are continuously assigned to the most appropriate nodes
(steps 4-22). Min-V generates two lists for each task: satisfiedList and unsatisfiedList (steps 5-6). For all
the nodes N; € N, the time taken to respond to the task Tifor Nj nodes is provided by the proposed algorithm
that is helpful for required memory (steps 7-16). If the task deadline is met, node is transferred to
satisfiedList, else it is transferred to unsatisfiedList. Based on the size of the satisfiedList, the algorithm has
two alternatives. Firstly, the minCompComm function is called shown in Algorithm 3, if at least one node
is in the satisfiedList, otherwise minViol function is called shown in Algorithm 4. In step 2, firstly C™" «—oo
sets. Then, the task is allocated to the node with the lowest communication and computation cost, and the
node's available time is updated (steps 3-11). After that, the allocation and updations are completed (steps
12-13). The pseudo code of the minViol function is displayed in Algorithm 4. Again, C™" «—oo is set (step
2). After identifying the node with the lowest cost of violation (steps 3-11), allocation and update are
completed (steps 12-13).
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Algorithm 2: Min-V: violation-aware algorithm

1 procedure Min-V (T, N)

2 activeTime [[N]] < 0

3 AscSort (T, Tfeadline yyi e {1, ... .. ,n}

4, for all Ti € T do

5. satisfiedList < { }

6 unsatisfiedList « { }

7 for all N; € N do

8 If T/"™ < N™™ then

9. Calculate T, *P°™* using Equation (7)
10. If Tideadline > Tiresponse then

11. satisfiedList « satisfiedList U {j }
12. else

13. unsatisfiedList « unsatisfiedList U {j }
14, end if

15. end if

16. end for

17. If |satisfiedList| > 1 then

18. Call minCompComm (Ti, satisfiedList)
19. else

20. Call minViol(T;, unsatisfiedList)

21. end if

22. end for

23.  end procedure

Algorithm 3: minCompComm function

1. procedure minCompComm (T, satisfiedList)
2. len «— 00

3. for all N;j € satisfiedList do

4. Calculate C;°™ using Equation (3)
5. Calculate C°™™ using Equation (5)
6. Ctotal P CComp + CComm

7. If ctotal < CMin then

8. Cmin<_ Ctotal

9. index « j

10. end if

11. end for

12. allocate T; to Nindex

13. availableTime [Ningex ] < availableTime [Ningex ] + Ei,index

14.  end procedure

The complexity of the algorithm Min-CCV is O(m) as shown in step 2. The required time for sorting the n
task list by the Min-V algorithm is O(nlogn), as shown in step 3. To generate satisfiedList and
unsatisfiedList two nested loops are operated at O(nxm) time. The progress of the algorithm is determined
by the size of satisfiedList. Searching all nodes in the non-empty list will take O(m) time in the worst-case
scenario. The method is traversing the nodes in the unsatisfiedList and has O(m) time complexity if the list
is empty. Moreover, the Min-V algorithm has a total time complexity of O(nlogn+nxm) and space
complexity of O(n+m) if tasks and nodes are linear in nature. The proposed algorithm is demonstrated to
address the real time volunteer task scheduling problems and issues.
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Algorithm 4: minViol function

1 procedure minViol(T; , unsatisfiedList)

2 leﬂ «— 00

3 for all N € unsatisfiedList do

4. Calculate ¢Y™" using Equation (9)
7 If cViol < CMinthen

8. Cmin(_ CViol

9. index « j

10. end if

11. end for

12. allocate T; to Ningex

13. availableTime [Ningex ] < availableTime [Nindex ] + Ei,index

14.  end procedure

5.3 Simulation Setup

Due to their quick processing capabilities in the fog-cloud environment, the proposed algorithm addresses
the real time volunteer task scheduling. iFogSim simulator toolkit is used to assess and execute the
algorithms. The performance is measured by comparing the proposed algorithms with existing algorithms
and a metaheuristic-based method. The details of the existing algorithms are given in section 5.4.2. The
specification of the system for the simulation is: Intel(R) Core™ i5-3210M CPU@2.50GHz, with 32 GB
RAM, that is running on a 64-bits Windows 10 operating system. The simulation configuration parameters
are shown in Table 5. Here, three different experiments are showing:

5.3.1 Experiment 1
In the current experiment, 35 nodes for FNs and 20 nodes for CNs would be fixed, and the number of tasks
varies from 55 to 310 at each level, as shown in Figures 4 to 9.

5.3.2 Experiment 2
In this experiment, 20 nodes are fixed for CNs, and 225 tasks are considered. The number of FNs varies
from 15 to 55, as shown in Figures 10 to 15.

5.3.3 Experiment 3

In this experiment, 35 nodes are fixed for FNs and 250 tasks are considered. The number of CNs varies
from 10 to 30. This experiment aims to evaluate the effect of the different numbers of cloud nodes. This is
shown in Figures 16 to 21.

Table 5. Symbols and parameters for simulation experiment configurations.

Experiment Experiment purpose Parameters
No. Tasks Number of fog nodes Number of cloud nodes
1. Influence of adjusting the number of tasks [55, 310] 35 20
2. Influence of adjusting the number of FNs 225 [15, 55] 20
3. Influence of adjusting the number of CNs 250 35 [10, 30]
5.4 Result

The outcomes of the three experiments mentioned above for the proposed algorithms are presented and
compared with the three state-of-the-art algorithms in this section. Three costs were computed in this paper
to lower the overall cost. Additionally, to lower the cost of violations, the percentage of deadline-satisfied
tasks (PDST) and the makespan should be increased. As a result, 6 plots are given for each experiment.
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5.4.1 Simulation Matrix

The main goal of the proposed algorithms is to provide the QoS guarantee and minimize the cost. By
measuring the CCV, the performance of the algorithms has been assessed. Violation cost is a crucial factor
that must be guaranteed in the fog computing environment, especially for time-sensitive applications.
Hence, the optimal allocation strategy should aim to minimize delays and makespan. However, it is
important that the computation and communication costs remain low.

5.4.2 Algorithms to be Compared with Proposed Algorithms

The comparison of proposed algorithms with three existing algorithms named, Round-Robin, Random, and
a metaheuristic-based approach called Time-Cost aware Scheduling algorithm (TCaS). In Round-Robin
approach, execution time is calculated for a task to be completed. If the execution time is less than task
deadline and memory requirements then that node is selected for processing. One task is executed on one
node. When the processing of that task is completed then the next task is selected by the node. In Random
approach, the task is assigned to nodes randomly while ensuring the memory requirements. TCaS
metaheuristic approach is given by authors (Nguyen et al., 2019). In this approach, 1000 generations are
taken in one iteration.

5.4.3 Effect of Varying the Number of Tasks

The cost and performance of the proposed algorithms are analyzed by varying the number of tasks shown
in Figures 4 to 9. The performance is compared with three existing algorithms. Figures 4 to 9 show that
while the other metrics increase, the PDST falls as the number of tasks rises. On the contrary, the proposed
algorithms outperform the others in terms of performance and cost. In particular, Min-V performs
substantially better in terms of PDST and violation cost as shown in Figure 4 than both the baseline
techniques and TCaS as shown in Figure 6. In addition, it significantly shortens makespan when compared
to Random and RR, competing with TCaS shown in Figure 5. The 2" best outcomes with respect to PDST
and violation cost are produced by the Min-CCV algorithm. With respect to the communication cost that is
shown in Figure 8, this statistic is slightly higher for given algorithms and has less impact on the overall
cost than the violation cost. All of the methods, however, function well in terms of computation cost shown
in Figure 7. Lastly, Figure 9 shows that, in comparison to the others, Min-V and Min-CCV offer reduced
overall costs.
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Figure 4. Effect of varying the number of task on PDST percentage.
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Figure 5. Effect of varying the number of task on makespan.
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Figure 6. Effect of varying the number of task on violation cost.
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Figure 7. Effect of varying the number of task on computation cost.
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Figure 8. Effect of varying the number of task on communication cost.
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Figure 9. Effect of varying the number of task on total cost.

5.4.4 Effect of Varying the Number of Fog Nodes

The outcome of the experiments is represented in Figures 10 to 15 when the number of fog nodes varies
from 15 to 55. The cost and performance of the proposed algorithms are compared with the three existing
algorithms named Round-Robin, Random, and TCaS. Here, PDST percentage increases when fog nodes
are increased but the system cost is decreased. Figure 10 shows the PDST percentage of 69% to 93%
obtained by the Min-V algorithm. It also minimizes the violation cost when fog nodes are increased from
15 to 55 but cloud nodes are fixed at 20, as shown in Figure 12. Min-CCV algorithm and TCaS algorithms
perform almost equally in terms of makespan shown in Figure 11. As the number of tasks increases,
computation and communication costs decrease , as shown in Figures 13 and 14. Nonetheless, the proposed
techniques focus more on decreasing the computation cost because it has a more significant influence on
the overall cost. Figure 15 shows the total cost of the system. Hence, the proposed algorithms Min-V &
Min-CCV have been improved up to 99.58 % and roughly 89 to 98.4 %, respectively in comparison to
TCaS for total cost performance measure.
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Figure 11. Effect of varying the number of fog nodes on makespan.
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Figure 12. Effect of varying the number of fog nodes on violation cost.
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Figure 13. Effect of varying the number of fog nodes on computation cost.
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Figure 14. Effect of varying the number of fog nodes on communication cost.
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Figure 15. Effect of varying the number of fog nodes on total cost.
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5.4.5 Effect of Varying the Number of Cloud Nodes

In this section, cloud nodes vary from 10 to 30 but fog nodes are fixed as shown in Figures 16 to 21. Here,
Min-CCV and Min-V algorithms give better performance in terms of PDST, computation, communication,
violation, and overall cost in comparison to three existing algorithms. There are a few important points to
highlight here. Firstly, the proposed algorithms are performing better to decrease the violation cost and to
enhance PDST as shown in the figures from Figures 16 to 18. Thereafter, a few changes occur in the
system's performance. It is worth mentioning that while 20 cloud nodes are sufficient to handle operations
that can accept delays, these are insufficient for processing tasks that require timely completion and
therefore, cannot be completed with the help of cloud nodes. Figure 17 demonstrates that the proposed
methods and TCasS outperform RR and Random for makespan. The proposed methods Min-V & Min-CCV
offer the lowest computation cost as shown in Figure 19, whereas RR and Random are the most cost-
effective algorithms for the communication cost as shown in Figure 20. Further, the total cost is depicted
by Min-V, Min-CCV, as shown in Figure 21.
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Figure 16. Effect of varying the number of cloud nodes on PDST percentage.
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Figure 17. Effect of varying the number of cloud nodes on makespan.
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Figure 18. Effect of varying the number of cloud nodes on violation cost.
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Figure 19. Effect of varying the number of cloud nodes on computation cost.
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Figure 20. Effect of varying the number of cloud nodes on communication cost.
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Figure 21. Effect of varying the number of cloud nodes on total cost.

5.4.6 Quality of Service (QoS)

Furthermore, while QoS provides a general benchmark for service quality, it may not fully capture the
diverse needs and priorities of various tasks within a system. In complex environments where both Type 1
and Type 2 jobs coexist, a framework is essential to address the unique resource of each task type and
optimize overall system performance accordingly. Thus, refining QoS metrics to accommodate such
distinctions could enhance the effectiveness and relevance of quality assessments in heterogeneous
computing environments. As discussed in the earlier sections, makespan, computation cost, violation cost,
and communication cost are the major parameters which influence the QoS. The total cost metric ranges
from 90 to 99.99 % represents the intended level of quality of service for the task shown in Figures 9, 15
and 21. Moreover, it does not mention the difference between Type 1 and Type 2 jobs.

5.4.7 Penalty

It is very essential for QoS to assess the cost to meet the performance targets. It is measured in G$/% (Giga
dollar per percentage) showing the impact associated with quality of service. For cost-sensitive tasks, it
does not measure different types of work. In a simulation environment, the range of parameters varies from
0.1 to 0.5 G$/%, which would be helpful to display the financial effects of quality-of-service issues.
Moreover, system performance parameters are affected by different units like megabits per second (Mbps)
for measuring the bandwidth and milliseconds for measuring the delay. The fulfillment of change in overall
numbers to make an effect on examining the experiment is necessary. When the number of tasks are
increasing then PDST decreases which leads to an increase in computation cost, communication cost, and
makespan metrics. The proposed algorithm’s aim is to decrease the computation cost that has a significant
impact on total cost since the cloud nodes can handle delay tolerant tasks in a better way as compared to
delay-sensitive tasks.

6. Conclusion

This proposed article addresses the issues of task scheduling in volunteer fog-cloud computing. To reduce
the computation, violation, and communication cost, the proposed algorithms utilize mixed integer linear
programming. Two effective heuristic algorithms have been introduced to solve the issue. In conclusion,
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the development and implementation of the Min-CCV and Min-V algorithms represent significant
achievement in decreasing computation costs, communication costs, and violation costs. These algorithms
are designed to reduce the total cost in a volunteer computing environment. The algorithms were assessed
for their performance through a series of experiments. These algorithms demonstrate better performance
than the existing methods in terms of the PDST along with the cost of violation. The proposed algorithms
can achieve a PDST improvement up to 96% and reduce violation costs up to 98.6%. The energy
consumption of volunteer computing systems is increasing due to their increased numbers and scale,
significantly impacting system costs. In future work, task and resource scheduling can be enhanced by
considering task dependencies and energy consumption and applying heuristic optimization. Furthermore,
the efficiency of the proposed algorithms can be evaluated for various real-time applications in the
healthcare domain.
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