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Abstract

Negabent functions play a vital role in the field of cryptography and coding theory for designing secure cryptosystems. In this
article, we investigate the various properties of 2q-nega-Hadamard transform (2q-NHT) of the functions from Z to Z,, with
q = 2 is a positive integer. We discuss the 2q-NHT of the derivative of these functions and develop a connection between 2g-
walsh-Hadamard transform (2g-WHT) and 2q-NHT for the derivative of these functions. Also, we show that the dual § of g €
Bn,q Is 2q-bent if Ny (9) = wI® forall 9 € Zg. The 2g-nega convolution transform theorem for the current setup is obtained.
Further, we have obtained the 2q-NHT of composition of generalized vectorial function and generalized function.

Keywords- 2q-Walsh-Hadamard transform (2q-WHT), 2q-Nega Cross-Correlation (2q-NCC), 2g-Nega auto-correlation (2q-
NAC), 2g-Bent functions, 2g-Nega-Hadamard transform (2q-NHT).

1. Introduction

In the present era of increasing transmission of digital data through open networks, data security is a
prime challenge for the society. Cryptography provides tools and techniques to overcome this challenge.
The introduction of Boolean functions leads to major development in the area of cryptography,
information theory and other related areas. The need of secure communication and storage of data is
increasing day by day with the advancement of technology. The Boolean functions are applied in
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cryptography to encrypt and secure the information from unauthorised access. The nonlinear
cryptographic Boolean functions often play a main role in designing several block ciphers and stream
ciphers. They have been used in designing various cryptographic algorithms. Thus, the study of
cryptographic properties of nonlinear Boolean functions plays a major role in designing cryptographic
algorithms which defiance against numerous cryptographic attacks. The bent functions are those Boolean
functions which have maximum distance from the set of all affine functions (equivalently, if it has flat
spectrum with respect to Walsh-Hadamard transform). The Boolean bent functions were first introduced
by Rothaus (1976) and are crucial components for various applications in symmetric cryptography and in
construction of error correcting codes. The concept of bent functions is further generalized by Riera and
Parker (2006). They analyzed Boolean functions having flat spectrum against one or more transforms

obtained from n-fold tensor product of the matrix I = (é 2) H = \/—15(1 _11) N = %(1 _ll) The

Walsh-Hadamard Transform (WHT) is the tensor product of several Hadamard matrices H, equivalently,
the tensor product of several Nega-Hadamard matrices N is called Nega-Hadamard transform (NHT). As
in the WHT, a Boolean function that has a flat spectrum under NHT is called negabent function. The
generalizations of bent functions are becoming more important from time to time with respect to their
cryptographic properties. The negabent functions were introduced as a generalization of Boolean bent
functions. During last two decades, negabent functions received a special attention of cryptographers
because of their numerous applications in the theory of sequence design, wireless communications,
cryptography and designing of efficient codes. The study of cryptographic properties of Boolean
functions and their generalizations plays a main role in designing cryptographic algorithms which protect
against numerous cryptographic attacks. The security of information over a communication channel
depends on cryptographic properties of Boolean functions and their generalizations. In view of these
applications of cryptographic properties of generalized Boolean functions, Singh and Bhaintwal (2022)
obtained a new class of negabent functions in which they have extended the idea of negabent functions to
2g-negabent functions from Zg to Z,,. They studied some properties of these functions with respect to
20-nega Hadamard transform like 2g-Parseval’s identity, relationship between the 2g-NHT and 2g-nega
autocorrelation. Working in the same direction, in this paper, we investigate various properties of 2q-
NHT of the functions from Zg to Z,, with g > 2 is a positive integer. we obtain the relationship between
2g-nega-Hadamard transform and 2q-cross-correlation of these two functions. We discuss the 2g-NHT
of the derivative of these functions and develop the connection between 2q-WHT and 2q-NHT for the
derivative of these functions. The cryptographic Boolean functions have been used in designing various
cryptographic algorithms. Thus, the study of cryptographic properties of Boolean functions plays a major
role in designing cryptographic algorithms which defiance against numerous cryptographic attacks.

2. Literature Review

The Boolean functions and their generalizations have been studied by the various authors with respect to
WHT and NHT. In the last few years, Kumar et al. (1985), Schmidt (2009), Stéanica et al. (2012), Singh et
al. (2013), Schmidt (2015), Zhuo and Chong (2015), Kaur and Sharma (2018), Singh and Paul (2019),
Singh et al. (2022), Jiang et al. (2022), Mandal et al. (2022), Liu and Wu (2023), Singh et al. (2024b),
Sharma and Ahmad Dar (2024), Arshad and Khan (2024), Singh et al. (2024c), Yang et al. (2024) have
worked on several generalizations of Boolean functions and studied the effect of WHT and NHT on them.
Kumar et al. (1985) presented g-ary functions as a generalization of Boolean functions from Zg to Z,
with g > 2 is a positive integer. They provided the constructions of g-ary bent functions for even n and
q # 2 (mod 4). Also, Schmidt (2009) presented generalized Boolean functions from Zj; to Z, and
established several important results in this setup. Later, Solé and Tokareva (2009) have considered these
generalizations and obtained a relationship between the Boolean bent functions, the generalized Boolean
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bent functions and g-ary (for g = 4) bent functions. They proved that the grey image of a quaternary bent
function is a binary semi bent function and characterized the bent functions by their nonlinearity. Schmidt
(2015) has constructed a class of bent functions from Zg to Z,, and studied that how closely can the
largest absolute value of the Fourier transform of the functions from Zj to Z,, approach to 1. By
considering these generalizations, many authors obtained the several properties of these functions and
studied the effect of generalized WHT and generalized NHT on them. Chaturvedi and Gangopadhyay
(2013) considered the generalization of Schmidt and analyzed some properties of generalized nega-
Hadamard transform in generalized setup. They also shown that if we represent a generalized Boolean
function in terms of Boolean functions, then there is a relationship between their nega-Hadamard
transform. Recently, Sharma and Tiwari (2022) solved the problem partially which was posed by Paul
(2018) in his thesis for the general construction of generalized (g-ary) negabent functions from Z to Z,,
and obtained the various properties of these functions with respect of nega-Hadamard transform. The
relation among the nega-autocorrelation of the functions from Zj to Z, and a characterization of
guaternary negabent functions is presented in his thesis. Sharma and Ahmad Dar (2024) presented
indicators: the nega- modulus indicator and the nega-sum-of-square-of-modulus indicator of the nega-
cross correlation among two g-ary functions to obtain the Global Avalanche Characteristic of
cryptographic functions. Yang et al. (2024) obtained the characteristics of generalized Boolean functions
based on the p-correlation spectrum and p-WHT. Recently, Singh et al. (2024a) analysed some
characteristics of generalized functions from Zg to Zq with respect to NHT such as inverse of generalized
NHT, generalized nega Parseval’s identity and generalized nega cross correlation. They also analysed the
relation between the generalized NHT and generalized nega cross-correlation of these functions. Singh
and Bhaintwal (2022) considered the functions Z7 to Z,, and given the concept of 2g-negabent functions.
Firstly, they constructed 2q-negabent functions on n variables for even positive integer g and 2g-
negabent functions on 2 variables for any positive integer g = 2. Also, they have presented a number of
cryptographic properties of these functions based on 2q-NHT. Now, we investigate some more results on
2g-NHT and 2g-negabent functions in this article.

Let Z, R and C denotes the set of integers, real and complex numbers respectively. Let g = 2 and n be the
positive integers. Let Z,, Z3 and Z, be the prime field of order 2, n-dimensional vector space and ring of
integers modulo q respectively. A Boolean function on n-variables is a function from Z} to Z, and let B,,
denotes the set of all such functions. Let B, , be the set of all functions from Zg to Z,,. If x =
(Xp, -y x1) and y = (yy, ..., y1) are two elements in Z%, then the inner (scalar) product < x,y > is given

by <x,v >= x5, ® - ® x1y1. If z=a + bi € Cis a complex number, then |z| = Va? + b? is called
the absolute value of z and the conjugate of z is given by z = a — bi, where, a,b € R. For x =
X, if x,=20

X +q, if x; <0 Therefore, X; is

(Xn,...,x1) € Zg and we denote £ = (Xy,...,%;) € Z", where, X; = {

the smallest non negative integer with X; = x; mod q.

Letg € By, 4. Then 2q-WHT of g at 9 € Zj is given by Schmidt (2015),
Wy(8) = 47 Segp 097>,

The 2¢-NHT of g at® € Z7 is defined by Singh and Bhaintwal (2022), as
Ng (19) - qT erzg_ (I\)g(x)TI(f’@) wal

where, n and w denotes qth and 2qth primitive root of unity respectively.
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The 2g-Nega cross-correlation (29-NCC) between two functions g and h at ¥ € Zg is given by Singh
and Bhaintwal (2022) as,
Con(9) = Txegn w9 (—1)na(£2),

)/C\i+ai

=iz + 9= q|.

where, ng (£,9) = X1, |

For g = h, the 2q-Nega autocorrelation (2q-NAC) is defined as
Cg(9) = Bxegy w00+ (=159,

We recall the following preliminary results.

Lemma 1. [Kumar et al. (1985)] Let 9 € Zg and n be a positive integer. Then, we have

n : —_
n ®x) — q, if9=0
erzq n {O, otherwise.

Lemma 2. [Singh and Bhaintwal (2022)] Suppose x = (x1,..., %),y = V1,-., Yp) and t = (t4,...,t,)
belongs to Zg with t = x + y. Then, we have

Lii= X%+ X9 —qng(®,9).

3. Proposed Study

The generalized Boolean functions with respect to their cryptographic properties are of great importance
for communication channel in the present time. The study of cryptographic properties of Boolean
functions and their generalizations plays a main role in designing cryptographic algorithms which
defiance against numerous cryptographic attacks. The security of information over a communication
channel depends on cryptographic properties of Boolean functions and their generalizations. Thus, we
focus our study on cryptographic properties of generalized functions from Zg to Z,,. In this paper, our
proposed study is as follows: we obtain the relationship between 2g-nega-Hadamard transform and 2q-
cross-correlation of two functions. We discuss the 2g-NHT of the derivative of these functions and
develop the connection between 2q-WHT and 2g-NHT for the derivative of these functions. We show
that the dual § of g € B, is 2g-bent if N;(¥) = w9® for all 9 € Z}. The 2g-nega convolution
transform for the current setup is obtained. Further, we obtain the 2q-NHT of composition of generalized
vectorial function and generalized function.

4. Results and Discussions

This section contains all the original results derived in this article. In Subsection 4.1, we obtain some
properties of 2g-NHT and provide a relationship between 2g-Nega-Hadamard transform and 2q-cross-
correlation of functions from Zg to Z,,. Subsection 4.2 presents the connection between 2q-WHT and
2q-NHT for derivative of these functions. In Subsection 4.3, 2g-nega convolution and composition
theorem is obtained.

4.1 Properties of 2q-NHT
In this section, we discuss the properties of 2¢g-NHT and provide a relationship between 2g-nega-
Hadamard transform and 2q-cross-correlation of two functions.

Theorem 1. Let k, s and t belongs to B,, ;. Then the following statements holds.
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(a) If a function j, ,,(x) = 2(i1, ) + ¥ is an affine function, then we have
Nt juy @) = 0" Ny (u + 9).

(b) If a function I, ,(x) = q(@, &) +  is an affine function. Then, we have
Zﬁezg Mu,v (19),7(—0.9?) =qz w? erzg (_1)(@@ w2

() If s(x, y)=kq1(x) + ky(y) forall x,y € Z, then
Ns(0,7) = Ni, (9) Nig, (¥)-

(d) If s(x,y) = ky(x) + k,(y) forall x, y € Zg, then
Ny(y) = Soez N, (8) Wi, (y — 9)

= q 2 Xoerr Wi, @) N, (v = 9).

Proof. (a) Let j, ,,(x)=2(#, X) + D. Then by definition of 2q-NHT, we have
—n . B o ~
Nictjpy 0) = @2 Tyegp 0" a0 o2 %
= q_z—n Y e wkO+2@R)+o n(@,;e) WwZ%i
q
= 02 07 Tregp 0 @O T

n o o~ Qb o o
=qz w? ZXEZZ wk(x)n(u+19,x) wai

= w’N,(u +9).

(b) Suppose that the function [, ,,(x) = q(il, x) + ¥ is an affine. Then
Soenn M., O 0%) = 47 Loenn Tyean v 109 wZ9i(-09)

n o o
= q_7 Zﬁezg Zyezg wIBIHPPO) (s X Tip(-0.%)
= qT 219623 ZyEZg wlu,vn(afw waLTI(_@r??)

n A o
=q i Zyezg PALAUS ORI Zﬁezgnw' £+9)
= 2 0° Lyen(~ )OI T gy @9

n o ~ o
= q20° Lyegn(—1)®F w2 %t (by using Lemma 1).

(c) Since s(x,y) = ky (x) + ko (¥) for all x,y € ZZ. Thus,
No(@,¥) = q " Ly yegn @102 n@D+F9) (L2421
’ q
—qz B eeny k@O @DeI% g 3 PRSI
= Ni, @) Ny, ).
(d) Let s(x,y) = k1(x) + ky(x), forall x,y € Zg. Then
Niey (9) = 472 Zyegp 01 @@ 2%

and
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Wi, (y = 9) = q72 Syegp 0 2709,

Thus, we have
Yoens Ni, Wi, (v =9) = 47" Lo x yenr Wk k2@ DHF=I.9) L5
= ¢ Loxyer WK1+ ) (O, 2) (=0 9)y (7.9) (%
= 7" Dayenn 01RO I Yy 7E-9)
= q 7" Lyemp wk1 272} (yX%ig™ (by using Lemma 1)
= erzg ws(x)n(,yjf)wz-’?l.

= qzN(y).

Again
Wkl (19) = ‘I—E erz’g. a)kl(x)n<'l’9\,£>

and
Ny, ¥ =9) = 472 Zyenn wle@p7=9.9) 29,

Thus, we have
Soezn We, @) Nie, (7 = 9) = g T yezn 01D K@ 0+7=99) 231
= 7" Yo yeqn @O @ DI @9 291
Y =0q
=q™" Zx,yezg; wk1(x)+kz(y)n(i9.i/> wEsz Zaezg n7E-9)
=q 7" Ly yenn wk1 (D ¥%) X Xign  (by using Lemma 1)

= erzg ws(x)n(?rf> wzfl
= q2N;(¥).

In Lemma 3, we develop a relationship between 2q-NHT and 2q-NAC of a function f € B, ;. The result
is used to prove the Theorem 2.

Lemma 3. Suppose f € B, , and 9 € Zg. Then, we have
IV (O)I? = q7" Leean Cr (1) 0™ 2Fi =20,

Proof. |[V;(9)|? = N;(9)N;(9)

= 7 Teery 0 OnIDWIH 7 T im0 OO =29

= 0" Sayezy 0 P TOOD-EI) IH-E

=q™m Zx,tezg wf(x)—f(x+t)n(@,}?)—(@,}?+f)w—Z Ertang (ot (hy using Lemma 2)
— q—n Zx,tezg wf(x)—f(x+t)n(ﬂ,}?)—(ﬂ,}ﬂf) (_1)nq (x,t) w” Yt

— q—n Zx,tezg wf(x)—f(x+t)n(ﬂ,}?)—(ﬂ,}?}—(ﬂ,i)(_ 1)nq (xt) w” Yt

=q" Ztezg TI(_ﬁ’E)Cf(t) w L,
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Theorem 2. Suppose r and s are functions from Zg to Z,, and 9, u € Zg. Then
Toezn| N DIV (1 = )2 = q7" Byegn G (W) Cs(v) ™ ZPin=RD)

Proof. By using previous lemma, we have

ez [N- () 2| N;( = 9)1? = 472" Xoerp Everp nINC,(v) w2V Leern NP EDC (Dw ™2k
= 7" oy ern Cr(V)Cs (1) @™ TRl gm0+
= 47" Zysery Gr(Cs(0) 0™ EVEE RO T g qn 77D
= q 7" Zyemn C,(v)Cs(V)w 22V pt=19) (by using Lemma 1).

In particular, if r = s, we have
q" oz Ny (9) 21 (1 = 9)[2 = Lyezn(Cr(v)) 22 E7i =RD),

4.2 2q-NHT of Derivative of r,s € B,,

In this section, we develop the connection between 2g-WHT and 2q-NHT for derivative of r, s € B, ;.

Lemmad4. Letk, r, s € B, 4 such that k(x) = r(x) — s(x). Then
Ne(®) = q2 Tuezn Ny (9 + Wi (W) -

Proof. For 9 € Zg and by definition of 2¢g-NHT and 2q-WHT, we have
Yuezn N (@ + W () = q7 " Xpezn Xxern wr(x)n(T9+ﬁ,92) wZ%i w"s(y)n_m'f’)
HELq HEZg q
= 7" Dayery 0 OO HRA-@I I
= 0" Tyyezp 0 O OOD QIL T o yBE-T)
= q7"q" Txegp 0" OO NI (by using Lemma 1)
= ZXEZZIL wk(x)-r](@'f) wzxAi

= q2Ni (9).

Theorem 3. Letr,s € By, and 9 € Z. Then
N b,y @) = 472 Zuern 1 ®IN09 + )Wy (1)

and
Nr(ﬁ + #)Ws (.u) = qT ZzEZfIl NDT'S(Z) (19)77_@'2)

Proof. Let s, = s(z + x). Then, we have
Wy, (1) = Txezp 0+ OnEH
= Txezy w0+ 0
=~ B2y e wS@Et O pRL+2)
=y~ RAYy e WSz p(BA+2)

= = EBDW ().

1388 | Vol. 9, No. 6, 2024

1)

)



Ram Arti

Singh et al.: Some Cryptographic Properties of Functions Based on their 2g-nega ... Publishers
Thus, we get
Wy, (1) = 1~ F2W, (1) ©)

Replacing s by s, and k by D, ¢(z) in Lemma 4, we get
NDr,s(Z) (19) = q7 ZHEZZJV;‘(ﬁ + M)Wsz (,Ll) (4)

From Equations (3) and (4), we have
Npp () = G2 Sezn N (8 + i)W, G-
Now
Szezn Mo, 2y (™D = nBDN, (9 + )Wy, (1)
= Soem 1 PG S n®DON; (0 + W)
= 47 Seem Ny + W00 Lyezy @D
4 My (9 + W50,

Theorem 4. Let V be a subspace of Z such that dim(V) = m and r,s € By, ;. Then for any 9 € Zg*, we
have
2m—-n

ZueV Nr(ﬁ + M)Ws (:u) =q ZzEVJ- NDT’S(Z) (’9)'
where, V+ be the dual of V and q is prime.

Proof. Using Theorem 3, we can write
ZuEV Ne (9 + W () = ZuEV q:? Zzelgn_(ﬁ'i)NDr,s(Z) )
= qT ZZEZ;; NDT'S(Z) (19) ZyEV U_(ﬁ'é)-

Now, ¥,ey 7~ 2 = 0 if and only if z € VL. So, we have
Zzezg NDT'S(Z) ) Zuev TI_(”’Z> =q™ Yzevt NDr,s(z) ).

Therefore,

Zuev N+ W () = q 2 q™ Xgeps NDT_S(Z) ®)

2m—-n

=4q 2 ZZEVJ-NDT,S(Z)(’-())-

In the following result, we present a result on dual g of g € B,, ; and obtain that the dual g is 2q-bent
function.

Theorem 5. Let g € B, ;. Suppose () € By, be a function such that NV (9) = w9® for all ¥ € Z}.
Then dual § of g is 2g-bent function.

Proof. Since §(9) € B, 4 is a function such that N, (9)=w9® for all 9 € Z2. Then, we have,
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W) =q 2 erzg w Iy (£9)
= q_E ZXEZZ;N.‘Q('X)U(XA;&)
= q_E ZZEZZ‘ ZYEZZ' a)g(z)n(frf)wZ éi n(fc\,ﬁ)
=q 2 Xzenp (39@ WEH S egn @I+
= wg(_ﬁ)wz:ﬁi-

So, |W5(9)|=1 for all ¥ € Zg. Hence, g is 2q-bent function.

4.3 2q-Nega Convolution and Composition Theorem
The Nega-convolution transform theorem for the functions from Z% to Z, was given by Jiang et al.
(2022). We obtain the 2g-nega convolution transform of the functions from Zg to Z,, in the following

theorem.

Theorem 6. Suppose g,(2), g2(2),...,9k(z) € Bpq and h(z) = gi(2)+...+g1(2). Then, the 2g-nega
convolution of h at u € Zg is given by

Ne(W) = q 2 Xoezn Ny, (91) [T, W, (9; + 9:-1) (5)
where, ¥ = (Jg_1,...,91),9 = psuchthat9; € Zg and m = (k — 1)n.

Proof: We prove the result by using the induction on k. The result is obvious for = 2 . Suppose that the
result holds for k>3 and applying nega-convolution theorem on g,(x) and g(x)=
Gr—100)+...+g41(x), we obtain

M) = q2 X, enn Ng(Dre-1)Wg, (1t + Fx-1)
= q2 Lo, _yent Ng(De—1) Wy, (O + 1)

Now, by using the induction hypothesis for k — 1 on g, we get

—(k=2)n

M) = 0 Loy semy Wo 0+ ) X (477 Bo, o0, cap Moy O TIS Wy, (81 +9:0) )
= q2 Toerr Ny, O1) TS Wy, (8 + 950,

Hence, the result.

A function from Zj to Zg' is called generalized vectorial function or (n, m)-function with m and n are
positive integers. Let G: Zy — Zg* be vectorial function and K: Zg' - Z,, be a generalized function given

by Ko G(r) = K(G(r)). Now. we present the 2¢q-NHT for composition of a generalized vectorial
function and a generalized function in Theorem 4.

Lemma 5. Suppose f € B, 4 and x € Zg. Then, we have
W) = q72 L geqn Wy (@)n<""%.

where, w is 2qth primitive root of unity.
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Proof: Loezn Wr (0<% = q72 Sgeqn Tyeqp 0 O <09>n<-9%>
=q 2 Zyezf; w/® Zﬁezg 77<19'y_f>
= q" 2 Lyezp 0/ q™ (by using Lemma 1)
= g2 of®.
Theorem 7. Let G:Zg — Zg* and K:Zg' - Z,,. Then, the 2g-NHT for composition of ¢ and K at any
¥ € Zg,u € Zg" is given as
Nkoc(P) =q 2 Zuezf{l WK(”)NLMOG ),

where, the function L, (x) = 2(—, ®) is linear and (L,,0G )(x) = 2(—f, G(x)).

Proof. Using Lemma 5, we have
WK = q72 Fyegm Wi (=9 .

Lety = G(x). Then,
wKoGx) = ,K(6(x))

= 0O = q72 % yeqm Wi (u)nH9)
= q "2 Zyezp Wi () n 760D

Ly oG(x)

472 Speanr W 2

Hence,

Nikoc(@) = q 2 ZxEZZ wKoGX %) (X%

_n _m (“‘0—‘;(’?)) 32 Se
= q 2 Zxern 4 ? Lpem W@\ 2 IpP Dl
Ly oG(x)

= q 2 Zuemp W (1)q "2 Zxezp a0 @0 o 2a

m n o R
472 Zuem Wi (1072 Exegp 000Dy 0 %
qz Zuez}} Wi (1N, ,,06 (9).

5. Conclusion and Future Scope

The generalizations of Boolean bent functions are becoming more important in respect of cryptographic
properties. from time to time. The negabent functions were introduced as a generalization of Boolean bent
functions. The negabent functions as a generalization of bent functions, received a special attention of
cryptographers because of their numerous applications in the theory of sequence design, wireless
communications, cryptography and design of efficient codes. The investigation of negabent functions has
drawn attention of researchers during last two decades, as they have play key role in design of secure
cryptosystems, and also important in construction of different kind of nega related codes. In this article,
we have investigated the various properties of 2q-NHT of the functions from Zg to Z,, like relationship
between 2g-nega-Hadamard transform and 2q-cross-correlation of these two functions. Further, we
developed a relationship between 2q-NHT and 2¢-NAC of a function f € B, ;. We discussed the 2q-
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NHT of the derivative of these functions and develop a connection between 2q-WHT and 2qg-NHT for
the derivative of these functions. Also, we show that the dual § of g € B,, ; is 2q-bent if N;(9) = w9
for all ¥ € Zy. The 2g-nega convolution transform for the current setup is obtained. Further, we have
obtained the 2¢g-NHT of composition of generalized vectorial function and generalized function. The
properties of functions discussed in this article are important for their possible applications in several
wireless communication systems. The cryptographic Boolean functions have been used in designing
various cryptographic algorithms. Thus, the study of cryptographic properties of Boolean functions plays
a major role in designing cryptographic algorithms which defiance against numerous cryptographic
attacks.
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