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Abstract 

Securing the information from the attackers is a crucial aspect of modern digital life. Numerous cryptographic algorithms are 

employed to provide security for data transmission. Among these, the International Data Encryption Algorithm (IDEA) stands 

out as a widely utilized algorithm for enhancing security. However, the IDEA algorithm has a notable drawback due to its 

relatively large number of weak keys. This susceptibility stems from the fixed 25-bit circular left shift during each key generation 

round. It is made weakens the regular key generation process of the IDEA algorithm. To address these concerns, this research 

work introduces a Modified International Data Encryption Algorithm (MIDEA) using a key size of 1024 bits. The method 

suggests a novel approach for the circular left shift by employing different bits that effectively overcome the limitations of fixed 

bits of the circular left shift. Additionally, this work presented innovative encryption and decryption techniques using a key size 

of 1024 bits. A comprehensive comparison is conducted between the IDEA and the MIDEA algorithm based on time complexity 

and security. Furthermore, this work provides a novel phishing attack detection framework using the suggested MIDEA 

technique. This framework is used for securely sharing patient data in the healthcare sector. The results of the proposed work 

indicate that encryption time varied from 20.08930 to 494.18258 seconds across file sizes from 0.97 to 40.8 megabytes. The 

experimental results demonstrate that the MIDEA algorithm exhibits significant performance enhancements with encryption 

speed improved by 60.67 percent and decryption robustness by 63.24 percent. 

 

Keywords- Key generation, Encryption, Decryption, MIDEA, Phishing attack, Healthcare sector. 

 

 

 

1. Introduction 
The dynamic landscape of modern digital life is the paramount concern in safeguarding information from 

potential attackers. The deployment of various cryptographic algorithms plays a pivotal role in ensuring 

the security of data transmission. Security in the communication process hinges on data reliability, 

secrecy, accessibility, and confidentiality. Now cryptography has a ubiquitous solution in communication 

systems to safeguard and shield data. Its effectiveness is notable in various applications like email E-

commerce, transmission of financial information, and E-banking authentication. Upon the application of 

cryptography, messages are concealed, with plain text transformed into ciphertext through encryption, 

followed by a reversible process during decryption.  This work introduces an innovative symmetric key, 
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the MIDEA technique with a key size of 1024 bits. The key generation, encryption, and decryption are 

three primary components of the MIDEA algorithm. This research work also presents a comprehensive 

comparison analysis among the traditional IDEA algorithms and the proposed MIDEA with a key size of 

1024-bit. The evaluation factor of the comparison analysis is key size, sub block size, encryption time, 

decryption time, security, efficiency and phishing attack prevention strategy. The goal of this research 

work is to improve security and efficiency of various types of data transformation using suggested 

MIDEA technique.  

 

The performance of the MIDEA algorithm is evaluated through the results of key generation, encryption 

and decryption methodology. The different types and sizes of data files are used for simulation of 

execution times. According to simulation results the modified MIDEA algorithm takes a longer time to 

generate keys compared to the traditional IDEA algorithms. It is improved the security of key generation, 

data encryption, and decryption techniques. The proposed approach is a platform independent technique 

that can be implemented in commodity hardware, including edge devices. It ensures computational 

efficiency, security of hardware and operating systems. Moreover, the methodology used dynamic bits of 

circular left shifts in the key generation process to address the limitations of fixed-bit circular left shifts. 

Consequently, this approach establishes a stronger relationship among key generation, encryption, and 

decryption processes. It protects data from threats, malware, and cybercriminals during the transmission 

over the cyberspace. The strategy presented an efficient, highly secure solution of message 

communication. It improves defense mechanism against potential cyber intrusions. 

 

The primary objective of this research is to address the security vulnerabilities in key generation 

methodology of IDEA algorithm. An efficient Modified International Data Encryption Algorithm with a 

key size of 1024 bits is introduce in this work to overcome vulnerabilities of traditional IDEA algorithms. 

The key objectives of this work are as follows: 

(i) Analyzing and understanding the vulnerabilities in the traditional IDEA algorithm with the key size 

of 128 bits or 256 bits. 

(ii) Designing and implementing the Modified International Data Encryption Algorithm (MIDEA) with a 

key size of 1024 bits to address the weaknesses of the traditional IDEA algorithm. 

(iii) Conducting a comprehensive comparison among the traditional IDEA algorithms and the modified 

MIDEA algorithm. 

(iv) Presenting key generation, encryption and decryption techniques using MIDEA based on the key size 

of 1024-bit. 

(v) Designing phishing attack detection framework using the MIDEA technique. 

(vi) Applying the MIDEA methodology in the healthcare industry to protecting medical data from 

cyberattack. 

 

The author's principal contribution is to introduce efficient key generation, encryption, and decryption 

techniques using the Modified International Data Encryption Algorithm (MIDEA) with a 1024 bits key. A 

novel circular left shift and S-boxes approach is introduced in subkey formation and generation 

techniques to improve the security of the algorithm. The authors presented a comparative analysis based 

on block size, key size, execution time, phishing attack prevention strategy among the newly proposed 

MIDEA methodology and traditional IDEA algorithms. The authors demonstrate the effectiveness of the 

proposed MIDEA technique through results analysis. Moreover, it showcases robust protection against a 

spectrum of security threats, underscoring its practical applicability and reliability. The authors extend the 

application of the MIDEA technique by devising a phishing attack detection framework and 

corresponding defense strategy. Furthermore, the proposed MIDEA technique with a 1024-bit key size is 
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used in the healthcare sector to ensure robust security measures for safeguarding patients' sensitive 

medical data. 

 

The suggested research work is organized in the subsequent section in this paper. An extensive literature 

review is provided for the proposed work in Section 2. The proposed methodology using MIDEA with 

1024 bits key is introduced in Section 3. The results and discussions of the proposed methodology is 

mentioned in Section 4. Furthermore, the performance analysis and comparison among existing 

methodology are presented in Section 5. The security analysis and application of the suggested 

methodology in the healthcare sector is introduced in Section 6. Finally, the conclusion of this work is 

presented in Section 7. 

 

2. Literature Review 
This section introduces literature review of the proposed work in the area of cyber security and 

cryptography. The work primary review on International Data Encryption Algorithm for improving 

information and application security. Cayabyab et al. (2019) presented a new subkey generation 

methodology for encryption and decryption. It has been presented advanced IDEA methodology for key 

scheduling and generation operations. The researchers introduced an advanced variant of IDEA that 

integrates the serpent key scheduling operation. Bian and Wang (2017) developed an International Data 

Encryption Algorithm - Electronic Code Book (IDEA-ECB) for data communication. This methodology 

significantly improves the speed of the encryption process. Biham et al. (2007) disclosed the first known 

attack on a six-round in the IDEA methodology. This attack made the weakness in key generation, 

encryption and decryption methodology of the IDEA algorithm. Kanda and Ryoo (2022) presented the 

implementation of IDEA algorithm in the hardware. This methodology used arithmetic modulo operation 

in the process of conversion informative data values. The work done by Prajwal and Prema (2018) a 

modified IDEA algorithm that have a ten-round in encryption process. It had the facility to variable length 

user input from 64 to 256 bits. Chen et al. (2008) focused on group operation on 4 bits that provided 

prevention technique against cyberattack after five rounds. 

 

Sutrisno et al. (2022) introduced an innovative pseudocode-based cryptography algorithm using the 

concept of Mathematica® for improving security of text and image files. The principal objective is to 

protect private data from cyber threats. Demirci et al. (2003) disclosed the meet-in-the-middle attack in 

the IDEA block cipher. The attacker can modify the content of the actual data through the meet-in-the-

middle attack. The work designed by Kumar and Tripathi (2020) a secure framework for information 

sharing using public key cryptography based on block chain technology. Tanwar et al. (2021) presented a 

modified encryption and decryption algorithm using the IDEA methodology. It is modifying the 

multiplication modulo operation in encryption and decryption algorithm. Almasri and Jani (2013) 

developed an encryption algorithm based on IDEA methodology using key size 512 bits. Zheng and Zeng 

(2022) introduced an image encryption algorithm based on a dynamic S-box. It is used a logistic map 

theory for key generations in encryption algorithm. Shanthakumari and Malliga (2019) presented a hybrid 

steganography approach for secure data communication using the International Data Encryption Standard 

Algorithm and the Least Significant Bit Grouping (LSBG) methods. Patnaik and Prasad (2023) developed 

a hybrid cryptography methodology using Elliptic Curve Cryptography (ECC) and Advanced Encryption 

Standard (AES) algorithms. The objectives of this hybrid approach are to enhance the security of medical 

data stored in cloud. Ahmadi and Mirzaee (2019) implemented an Application Specific Instruction-set 

Processor (ASIP) for IDEA cryptography. It is developed to accommodate both general-purpose and 

specialized instructions. 

 

The hybrid international data encryption algorithm for image encryption was introduced by Bongale et al. 
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(2021). Arshad et al. (2022) used graph theory and adjacency matrices to generate nonlinear S-boxes. 

This S-boxes increase permutation and substitution of the symmetric key cryptography approach. 

Chatterjee et al. (2022) developed a lightweight cryptographic algorithm for securing E-healthcare 

application using substitution and logical XOR operation. Dharanidharan et al. (2013) introduced a 

modified IDEA methodology to encrypted image files securely and efficiently. The plaintext image file is 

divided into multiple image files in the process of encryption. These files are subsequently combined into 

a cipher text file using the Huffman algorithm. Singh et al. (2013) presented a secure data encryption (S-

IDEA) methodology using key size of 256 bits. The S-IDEA increase the complexity of the methodology 

as key size increase 128 bits to 256 bits. Oberoi et al. (2019) developed a secure Authenticated Dynamic 

Routing in Cloud Networks (ADRCN) methodology. To authenticate and secure data store in cloud this 

methodology used symmetric key cryptography along with hashing techniques. Bhadauriya et al. (2007) 

implemented a hybrid cryptography algorithm using AES, Data encryption standard (DES), and IDEA 

with a 128-bit key to protect data from cyber criminals. The work introduced by Pal et al. (2023) a 

dynamic key generation for creating a new secret key and S-Box for authentication. Abdullah et al. (2018) 

presented a hybrid methodology using IDEA and WAKE (Word Auto Key Encryption) to increase 

security of data and web application. The objective of the hybrid cryptography is to produce complex 

ciphertext that difficult to decrypt for attackers. 

 

Siddiqui et al. (2022) developed a secure S-boxes design technique using linear recurrence. Baagyere et 

al. (2020) explained a difficult data transformation approach by combine cryptography and 

steganography. It is used genetic algorithm operators such as crossover, selection, and mutation. A 

comparative analysis of cryptography and steganography is presented by Varghese and Sasikala (2023). 

The work done by AI-Maadeed et al. (2021) an image encryption algorithm based on primitive 

irreducible polynomial substitution box and the Lorenz chaotic system. Hamad and Farhan (2020) 

introduced a cryptography methodology using complete shuffling, the transformation of a substitution 

box for image encryption. Ogundokun et al. (2021) presented a Crypto-Stegno model specifically 

designed for securing medical data in the Internet of Medical Things (IoMT). Alowaimer and Dahiya 

(2023) developed an enhanced term frequency reverse document frequency algorithm along with deep 

learning for cyber assurance to create a modern phishing website. The research of Jain et al. (2022) 

focused on machine learning methodologies for detecting malicious mobile webpages. Shukur et al. 

(2023) created hybrid keys encryption technique by combining the DES and AES cipher algorithms. 

These different techniques contribute considerably to the continued development of safe data 

transmission and encryption strategies. The limitations of previous IDEA works are presented in Table 1.  

 
Table 1. Limitation of the previous IDEA works. 

 

Author Methodology Limitation 

Singh et al. (2013) S-IDEA with key size 256 bits Less secure methods as the key size are 256 bits. 

Abdullah et al. (2018)  IDEA and WAKE (Word Auto Key Encryption). Less secure methods as key size is small 

Almasri et al. (2013)  
IDEA-based encryption algorithm with a key size of 

512 bits Modified variant of IDEA algorithm 
Increase the complexity of the algorithm. 

Cayabyab et al. (2019) International Data Encryption Algorithm  An increase in file size results in a longer execution time 

Prajwal and Prasad 

(2018) 

Ten-round encryption algorithm based on the IDEA 

framework. 

Input plaintext message and key size is small. Increase 

computational time 

Shanthakumari and 

Malliga (2019) 

Combines IDEA with the Least Significant Bit 

Grouping (LSBG) 
Audio and video steganography are not possible 

Ahmadi and Mirzaee 

(2019)  

Application Specific Instruction- set Processor 

(ASIP) for IDEA cryptography. 
Performing data transmission in an unsecured manner. 

 

There is extensive literature on various enhancements and applications of the International Data 

Encryption Algorithm (IDEA), but challenges remain associated with IDEA-based cryptographic systems 
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as key sizes increase. Several studies touch upon the challenges that arise with increasing key sizes from 

128 bits to 512 bits. However, the inherent weakness arising from its fixed 25-bit circular left shift in key 

generation its fixed 25-bit circular left shift in key generation has been a subject of concern in the 

literature. Research has identified the vulnerabilities introduced by weak keys and their potential 

exploitation by attackers, necessitating the development of enhanced cryptographic approaches. 

Furthermore, the literature review lacks an exploration of encryption and decryption cryptographic 

methods that could enhance the security of existing encryption algorithms. 

 

3. Proposed Methodology 
This section describes the proposed methodology of the suggested MIDEA technique. It is a symmetric 

key cryptography approach use 1024-bit key for data communication. The block size of MIDEA 

algorithm is 64 bits. It is based on complex mathematical operations such as bitwise XOR, modular 

arithmetic, linear transformation, circular left shits etc. Through the comprehensive literature review it has 

been identified vulnerable keys within the traditional IDEA algorithm. Furthermore, the first known 

attack vulnerability has been found in the sixth round of the IDEA methodology (Biham et al., 2007; 

Ahmadi and Mirzaee, 2019). This attack successfully breaches the essential information and cryptography 

algorithm. The attacker targets the decrypt the data using the vulnerability key of the IDEA algorithm. 

The attack methodology combines linear and formal cryptanalysis along with Square-like techniques that 

exploited vulnerability in the encryption and decryption techniques. The suggested technique used 1024-

bit key size to overcome the vulnerability of the traditional IDEA algorithm. The complex key generation 

technique in MIDEA provides the security of subkeys. This subkeys are used throughout in encryption 

and decryption methodology. It ensures that unpredictable subkeys are derived from the initial 1024-bit 

key. The various complex operation introduces in key generation technique such as subkey formation, 

round subkey generation, key expansion, S-box operation. This harder subkey ensure the security of the 

algorithm. It is very challenging for the attacker to regenerate the keys for decryption. The proposed key 

generation procedure is given in Algorithm 1. 

 

The encryption technique of Modified International Data Encryption Algorithm transfer plaintext data to 

cipher text data. The original data files are spilt up into 64 bits block at the beginning of the encryption 

process. The encryption process uses substitution and permutation operations for the improvement of the 

strength of the algorithm. This substitution operation ensure that randomization of the data selection is not 

possible in the encryption techniques. The MIDEA encryption techniques provides highly resistant to 

cryptography attacks through the transformation of digital data over the cyberspace. This strategy signify 

that suggest approach is suitable for any industry where data security is the measure concern. The 

methodology of the encryption algorithm is presented in Algorithm 2. Similarly, decryption technique in 

MIDEA is a reverse process of the encryption technique. The 1024-bit key size used in decryption 

process to convert unreadable data into readable data. The regenerated key in the key generation 

methodology is used in the decryption technique. The methodology for decryption technique is explained 

in Algorithm 3. This robust MIDEA decryption strategy is also applicable for safeguarding sensitive data 

in the banking sector. 

 

3.1 Key Generation 
The key is a significant component in cryptography. It is used in encryption, decryption and 

authentication techniques to ensure security of data communication over the network. The security of the 

data is impacted when attacker gains access the key. It is leads to a breach of confidentiality. The key size 

of traditional IDEA algorithms is 128-bit. Initially, it is generated eight subkeys of size 16 bits from 128 

bits key size. Furthermore, it performs 25-bit circular left shift to generate subkeys for eight and half 

rounds in encryption and decryption techniques. This fixed bit cyclic operation is repeated iteratively to 



Haldar et al.: An Approach of Modified IDEA with 1024 Bits Key to Enhance Security and … 
 

 

1458 | Vol. 9, No. 6, 2024 

derive the subkeys. The key generation approach introduces vulnerabilities due to the consistent and fixed 

25-bit circular left shift operation in IDEA algorithm. This work presented a Modified International Data 

Encryption Algorithm with a key size of 1024-bit key to address the vulnerability of IDEA. The 

suggested methodology providing an innovative and sophisticated approach of key generation technique 

to bolster the security of subkeys. It is a robust and secure approach that ensure the confidentiality and 

integrity of sensitive data. The hard discrete mathematical operation such as initial subkey formation, 

subkey generation, modular addition and modular multiplication are include in key generation technique 

of MIDEA to improve security of the key. 

 

Algorithm 1: Key generation  

Require: Key size of 1024-bit. 

Ensure: SKi << (25+ i ) 

(i) Initial subkey formation: The 1024-bit key is divided into two key generation blocks. The size 

of each block is 512 bits. 

(ii) Every key generation blocks are spilt into eight subkey blocks. The size of subkey block is 64-

bit. It is denotes as SK1, SK2, SK3, SK4, SK5, SK6, SK7, SK8. 

(iii) Round subkey generation: It has eight rounds in the encryption and decryption techniques of 

the MIDEA. It is requiring a round subkey for each round. The round subkeys are generated 

from the original key using a combination of circular shifts, modular additions, and modular 

multiplications.  

(iv) Round subkey generation steps: Six subkeys are generated from the original eight subkeys for 

each round.  

I. Rotate Left: Circular left shift is performed on the eight 64-bit subkeys. This means bits 

are shifted to the left, and the bits that fall off the left end are reinserted at the right end. 

II. SKi << (25+ i ), denotes a circular left shift of SKi by (25+ i) positions. Where ‘i’ is 

variable. The value of 'i' varies depending on the round number within the process. 

Specifically, 'i' is initialized to 1 for the first round, increases sequentially by one for each 

subsequent round, and reaches a value of 8 by the eighth round.  

III. Subkey modification: The rotated and selected subkeys are then modified using modular 

addition and modular multiplication. 

IV. The even-numbered subkeys (e.g., SK2, SK4, SK6, SK8)   undergo modular addition with 

a constant value. For example, Ki = (Ki + C) mod 264, where C is the constant value. 

V. The Odd-numbered subkeys (e.g., SK1, SK3, SK5, SK7) undergo modular multiplication 

with a constant value. The multiplication is done in the Galois Field (GF) 264 +1. For 

example: Ki = (Ki × D) mod (264 + 1), where D is the constant value. 

(v) Key Expansion: The process is repeated for each round, producing a set of subkeys for each 

round of the MIDEA algorithm. 

(vi) Final Subkey Generation: The final subkeys are obtained by repeating the round subkey 

generation process for the remaining rounds.  

 

The proposed methodology is implemented in the Python programming language. The pseudocode of the 

key generation technique is presented in Figure 1. 

 

 

 

 

 
Figure 1. Pseudocode of the key generation technique. 
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3.2 Subkey Formation 
In this modified design, the subkey formation process involves the division of the 1024-bit key into two 

key generation blocks of key size 512-bit. After that, each 512-bit key generation block is further split 

into 64 key distribution blocks of size eight bits each block. These eight bits of each key distribution 

block are then subjected to an S-box transformation, elevating the algorithm's security and complexity. 

Furthermore, it generates secure key distribution blocks of size 8-bit after the substitution box operation. 

The purpose of the use of a substitution box in our proposed key generation method is to provide a non-

linear substitution in the subkey generation process. After that combine each eight subkey distribution 

blocks and generate subkeys of size 64 bits. 

 

Structure of the S-box in the proposed MIDEA technique 

(i) In MIDEA algorithm used eight 16x16 S-boxes which is a critical component in the substitution-

permutation network. 

(ii) The S-boxes in MIDEA are constructed based on modular arithmetic in the Galois Field GF (264 +1). 

(iii) The entries in the S-boxes are carefully chosen to maximize non-linearity and enhance the security of 

the cipher.  

(iv) The exact construction details of the MIDEA S-boxes are part of the algorithm’s design. 

 

 
 

Figure 2. Structure of subkey formation for key generation using 1024-bit key size. 
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The graphical representation of the proposed subkey formation process is shown in Figure 2. The KGB 

signifies the key generation block with a size of 512 bits, while KD stands for a key distribution block of 

8 bits in Figure 2. Additionally, SKD is employed to symbolize a secure key distribution block. The size 

of each secure key distribution block is 8 bits. In the same diagram, the crucial component SK is used to 

represent the subkeys. 
 

3.3 Subkey Generation 
The subkey generation process generates subkeys for all key generation blocks. This proposed work key 

size is 1024 bits. To improve the efficiency and the security of the proposed methodology two key 

generation blocks perform in parallel operation. Therefore, each key generation block needs 52 subkeys. 

Initially, it creates subkey1 of size 64 bits by combining eight subkey distribution blocks. Consequently, 

this process generates eight subkeys which are represented by SK1, SK2, SK3, ..., and SK8. The size of 

each subkey is 64 bits. There are 52 subkeys generated in each key generation block. During the initial 

round, the first six subkeys are utilized, while the remaining two subkeys remain unused. This approach 

employs varying bit-length circular left shifts to create the set of 52 subkeys. During the second round, a 

(25 + i) bit left circular shift is applied in the subsequent round to generate the succeeding subkeys. 

 

 
 

Figure 3. Flowchart of subkey generation using MIDEA with 1024-bit key size. 
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The rotated and selected subkeys are then modified using modular addition and modular multiplication. 

The even-numbered subkeys undergo modular addition with a constant value. The odd numbered subkeys 

used modular multiplication with a constant value. This process is repeated for each round, producing a 

set of subkeys for each round of the MIDEA algorithm. The proposed techniques ensure distinct left 

circular shifts that are used to derive subkeys within each key generation block. The constants used in the 

modular addition and multiplication steps are specific to the MIDEA algorithm and are part of its design 

for ensuring security. Figure 3 illustrates the graphical depiction of the envisioned subkey generation 

process. The variable KGB denotes the key generation block in the same diagram. The length of the KGB 

is 512 bits. The number of times 52 subkeys are generated is count through SB variable. The final value 

of SB is two as every key generation bock generate 52 subkeys. 

 

In the encryption and decryption processes used the generated stronger subkeys. This innovative key 

generation approach using subkey block size of 64-bit significantly enhancement the security rather than 

the traditional 16-bit block size (Shanthakumari and Malliga, 2019). The suggested technique overcome 

the limitations of a fixed bit circular left shift using dynamic bit left circular shift operation. It is 

introducing a novel concurrent processing strategy that divides the 1024-bit key into two key generation 

blocks. This parallel processing strategy improves the time complexity and security of the algorithm. The 

linear and non-linear transformations are included in the key generation process. It ensures the subkeys 

are very stronger. It is difficult to regenerate it through brute force and back tracking process. The 

pseudocode of the subkey generation process is presented below in Figure 4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4. Pseudocode of the subkey generation technique. 

 

 

3.4  Encryption 
The original plaintext message converts into encrypted unreadable format using encryption technique. The 

proposed MIDEA encryption technique provides stronger security of data communication. Initially, every 

character of the plaintext data converts into American Standard Code for Information Interchange (ASCII) 

number. The size of the plaintext message is 256 bits, and it is divided into four distinct sub-blocks 

identified as P1, P2, P3, and P4. The size of each subblock is 64 bits. In this innovative algorithm, a 

multiplication modulo uses 264 + 1, while an addition modulo uses 264. Furthermore, a bitwise XOR 

operation is introduced during the encryption process. The original data is divided into two parallel blocks. 

Every block is encrypted parallelly. This process is repeated in eight and a half rounds. After that, it 
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combines two blocks and finally generates a ciphertext message. The description of the proposed MIDEA 

encryption algorithm is represented in Algorithm 2. The pseudocode structure of the encryption process is 

presented in Figure 5. 

 

Algorithm 2: Encryption  

Require: Data files, Subkeys 

Ensure: Modular multiplication (264 + 1) and addition 264 

(i) Multiply first sub-block P1 with the first subkey SK1 mod (264 + 1). 

(ii) Add second sub-block P2 with the second subkey SK2 mod 264. 

(iii) Add third sub-block P3 with the third subkey SK3 mod 264. 

(iv) Multiply the fourth sub-block P4 with the fourth subkey SK4 mod (264 +1). 

(v) Perform a bitwise XOR operation on the results obtained in Step 1 and Step 3. 

(vi) Perform a bitwise XOR operation on the results obtained in Step 2 and Step 4. 

(vii) Multiply the outcome of Step 5 by the fifth subkey SK5 mod (264 + 1). 

(viii) Add the results of Step 6 and Step 7, taking the result mod 264. 

(ix) Multiply the outcome of Step 8 by the sixth subkey SK6 mod (264 + 1). 

(x) Add the results obtained in Step 7 and Step 9. 

(xi) Perform a bitwise XOR operation on the results obtained in Step 1 and Step 9. 

(xii) Perform a bitwise XOR operation on the results obtained in Step 3 and Step 9. 

(xiii) Perform a bitwise XOR operation on the results obtained in Step 2 and Step 10. 

(xiv) Perform a bitwise XOR operation on the results obtained in Step 4 and Step 10. 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

Figure 5. Pseudocode of the encryption technique. 

 

 

3.5 Decryption 
The procedure of transforming encrypted data back into its original readable form is known as decryption. 

In this phase, the ciphertext message is ingested and processed using the suggested MIDEA algorithm to 

regain the plaintext message. The key used in decryption is derived from the original key using a key 

schedule, and this derived key is used in the reverse order of the encryption process. The decryption 

process also operates parallelly in two key generation blocks. The decryption steps are outlined in 

Algorithm 3. It relies on the inverse operations of the encryption process to achieve this. The mathematical 

operations are designed to provide security, confusion, and diffusion in the key generation, encryption, and 

decryption methodology.  
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Algorithm 3: Workflow of decryption strategy  

       Require: Cipher text data files 

       Ensure: Modular multiplication (264 + 1) and addition 264 

(i) Perform the inverse of the initial permutation on the 256-bit ciphertext block. 

(ii) It implements all eight and a half rounds of MIDEA implementation with all functionalities 

(addition modulo, multiplication modulo, swapping operation, and Bitwise XOR, etc.).  

(iii) Perform an inverse of the output transformation used in encryption. The decryption process 

executes the same steps as the encryption process in reverse order. 

(iv) In the encryption process, the order of the subkeys is reversed, and the subkeys themselves 

undergo inversion. 

(v) The subkeys generated during the output transformation step of the encryption process are 

activated and employed as the primary set of subkeys in the first round of the decryption 

process.  

(vi) After completing all the rounds our original plaintext message is generated. 

 

The Python programming language is used to implement the proposed decryption technique. Figure 6 

represents the pseudocode of the suggested decryption approach. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 6. Pseudocode of the decryption technique. 

 

The overall process flow diagram of the proposed methodology is presented in Figure 7. The keys are 

generated through the proposed key generation algorithm. Then suggested MIDEA encryption algorithm 

encrypted the input data files using generated subkeys. The encryption function received two parameters 

such as plaintext message and encryption keys. The proposed MIDEA decryption approach decrypted data 

files to convert into plaintext data. 
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Figure 7. Process flow diagram of MIDEA with 1024-bit key size for encryption and decryption. 

 

 

4. Results and Discussion 
The results of the suggested approaches are shown in this part, along with an in-depth discussion of the 

results. The introduced approach establishes an exceptional level of data security through the 

implementation of the MIDEA cryptography algorithm that uses a substantial 1024-bit key size. Moreover, 

it highlights the enhanced security provided by the proposed approach in both encryption and decryption 

processes. It demonstrates a superior level of protection compared to the conventional IDEA technique that 

utilized a 128-bit key size. The effectiveness of the suggested method has been verified across various 

large-scale file types. Through rigorous testing, key generation, encryption, and decryption durations have 

been measured for text, image, audio, pdf, and video files of different sizes using the suggested algorithms. 

 

Experimental Setup 

The experimental setup for this research utilizes the MIDEA methodology implemented in Python 3.11 on 

Microsoft Windows 10, a 64-bit platform. The hardware configuration consists of an Intel Core™ i3 

processor 4160 with a processing speed of 3.6 GHz. The system is equipped with 8 Gigabytes of Double 

Data Rate 4 (DDR4) system memory. The configuration details of the experimental setup are shown in 

Table 2. 

 
Table 2. Configuration details of the experimental setup. 

 

Simulation parameters Configuration 

Host Operating System Microsoft Windows 10, 64-bit 

Host Primary Memory 8 Gigabytes DDR4 

Programming Platform Python 3.11 

Host CPU (Central Processing Unit) Intel Core TM i3 processor 4160 

Processing Speed 3.6 GHz 

 

Table 3 presents the key generation times of the MIDEA methodology with 1024-bit key size, across 

various file types and sizes. The first column of the table represents plaintext message names and types. 

The second column of the same table denotes the size of the plaintext message which is measured in 

megabytes (MB). The third column from the left showcases the key generation time, using the proposed 

MIDEA technique with the 1024-bit key size. This timeframe has exhibited variability, ranging from 

47.61170 to 1012.45345 seconds. 
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Table 3. Key generation time of the MIDEA technique with the 1024-bit key size. 
 

Plaintext message Plaintext message size (MB) Key generation time of the MIDEA with 1024-bit key size (Second) 

P1.doc 0.97 47.61170 

P3.jpg 2.74 136.20202 

P4.pdf 4.45 224.13249 

P5.doc 4.88 131.99379 

P6.pdf 5.21 140.51330 

P7.mp4 7.00 180.05592 

P8.mp3 8.31 246.90717 

P9.mp3 9.00 266.86055 

P10.mp4 10.0 265.76029 

P11.jpg 11.0 303.64639 

P15.mp4 15.0 740.53364 

P20.mp4 20.0 877.02180 

P30.pdf 30.6 899.49117 

P40.pdf 40.8 1012.45345 

 

 

In Table 4 the key generation times for various file types, including .doc, .pdf, .mp3, .mp4, and .jpg, are 

presented with a consistent file size of 10 MB. Notably, our proposed key generation technique 

consistently produces identical times for files of the same size, irrespective of their types. This observation 

underscores that the key generation time remains independent of file types, demonstrating the robust and 

uniform performance of our approach across diverse file formats. 

 
Table 4. Key generation time of the same size and different types of files. 

 

Plaintext message Plaintext message size (MB) Key generation time of the MIDEA with 1024-bit key size (Second) 

P1.doc 10 265.76029 

P2.jpg 10 265.83310 

P3.pdf 10 265.86029 

P4.mp4 10 264.95038 

P5.mp3 10 265.64035 

 

Table 5 showcases the encryption times for different types and sizes of files using MIDEA techniques with 

the 1024-bit key size. The first column signifies the names and types of plaintext messages. The second 

column provides information on the size of each plaintext message size ranging from 0.97 to 40.8 

megabytes. The table also represents encryption times for the MIDEA with the 1024-bit key size technique 

that is shown in the fourth column. It indicates that the time required to encrypt each byte varies between 

20.08930 and 494.18258 seconds. 

 
Table 5. Encryption time of the MIDEA technique with the 1024-bit key size. 

 

Plaintext message Plaintext message size (MB) Encryption time of the MIDEA with 1024-bit key size (Second) 

P1.doc 0.97 20.08930 

P3.jpg 2.74 59.53814 

P4.pdf 4.45 83.39118 

P5.doc 4.88 49.94616 

P6.pdf 5.21 55.08104 

P7.mp4 7.00 74.56450 

P8.mp3 8.31 93.94421 

P9.mp3 9.00 108.82783 

P10.mp4 10.0 115.97432 

P11.jpg 11.0 124.90391 

P15.mp4 15.0 166.47493 

P20.mp4 20.0 216.12302 

P30.pdf 30.6 305.82897 

P40.pdf 40.8 494.18258 
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In Table 6 represent the decryption times of different types and sizes of files using MIDEA with 1024-bit 

key. The first column in Table 6 from the left denotes the name and types of ciphertext messages. The 

second column in the same table indicates the size of each ciphertext message in megabytes. The amount 

of time takes to decrypt ciphertext data using MIDEA is display in fourth column. According to the 

experiment results it takes to decrypt the data varies from 114.73961 to 2581.83806 seconds. 
 

Table 6. Decryption time of the MIDEA technique with the 1024-bit key size. 
 

Ciphertext message Ciphertext message size (MB) Decryption time of the MIDEA with 1024-bit key size (Second) 

P11.doc 0.97 114.73961 

P13.jpg 2.74 328.34889 

P14.pdf 4.45 542.47500 

P15.doc 4.88 317.85623 

P16.pdf 5.21 338.77327 

P17.mp4 7.00 435.01127 

P18.mp3 8.31 597.13235 

P19.mp3 9.00 645.22600 

P110.mp4 10.0 639.23650 

P111.jpg 11.0 729.81398 

P115.mp4 15.0 1779.79126 

P120.mp4 20.0 1923.69950 

P130.pdf 30.6 2099.88120 

P140.pdf 40.8 2581.83806 

 

 

5. Performance Analysis and Comparison 
This section provides performance analysis and comparison with earlier work of the suggested 

methodology based on key generation, encryption, and decryption time. A comparison of time complexity 

is present between the IDEA algorithm with a key size of 128-bit (Nizatsary et al., 2022), and the MIDEA 

algorithm employing a 1024-bit key size in the following tables. The tables provide performance analysis 

across a variety of data sizes and types. Furthermore, the performance is demonstrated through the line and 

column graphs. It showcases the efficiency and security of key generation, encryption, and decryption 

time. 

 
Table 7. Key generation time of the IDEA with 128-bit and MIDEA with the 1024-bit key size. 

 

Plaintext message Plaintext message size (MB) 
Key generation time using IDEA with 128-

bit key size (Second) (Nizatsary et al., 2022) 

Key generation time using MIDEA 

with 1024-bit key size (Second) 

P1.doc 0.97 0.00030 47.61170 

P3.jpg 2.74 0.00037 136.20202 

P4.pdf 4.45 0.00036 224.13249 

P5.doc 4.88 0.00021 131.99379 

P6.pdf 5.21 0.00019 140.51330 

P7.mp4 7.00 0.00017 180.05592 

P8.mp3 8.31 0.00033 246.90717 

P9.mp3 9.00 0.00017 266.86055 

P10.mp4 10.0 0.00018 265.76029 

P11.jpg 11.0 0.00018 303.64639 

P15.mp4 15.0 0.00018 740.53364 

P20.mp4 20.0 0.00037 877.02180 

P30.pdf 30.6 0.00039 899.49117 

P40.pdf 40.8 0.00045 1012.45345 

 

The comparison of key generation time between IDEA and MIDEA techniques is introduce in Table 7. It 

is shows that MIDEA requires longer time to generate keys compared to IDEA with 128 bits. A notable 

observation arises that the key generation time of the proposed MIDEA is larger than the IDEA algorithm 

by comparing the data in Table 7. This is because higher complexity is introduce in key generation 
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technique of MIDEA. Additionally, the larger key size of 1024-bit is used in MIDEA algorithm. The 

suggested key generation methodology defense against cyberattacks as increase complexity of the 

procedure.  It is difficult for cyber attackers to break the keys. Moreover, this approach extends the time 

required to breach the data and web application security. 

 
Table 8. Encryption time of IDEA with 128-bit and MIDEA with 1024-bit key size. 

 

Plaintext message size 

(MB) 

Encryption time using IDEA with the 128-bit key 

size (Second) (Nizatsary et al., 2022) 

Encryption time using proposed MIDEA 

with the 1024-bit key size (Second) 

0.97 29.43031 20.08930 

2.74 70.18409 59.53814 

4.45 127.75015 83.39118 

4.88 75.41722 49.94616 

5.21 71.47487 55.08104 

7.00 97.41937 74.56450 

8.31 129.62193 93.94421 

9.00 150.57288 108.82783 

10.0 151.20563 115.97432 

11.0 179.69074 124.90391 

15.0 232.48629 166.47493 

20.0 563.37129 216.12302 

30.6 633.60160 305.82897 

40.8 732.79316 494.18258 

 

 

Table 8 showcases encryption time of the IDEA with a 128-bit key and the MIDEA with a 1024-bit key 

size. The encryption time is evaluated over different types and sizes of files. The initial column lists file 

sizes and the subsequent columns display encryption time using the IDEA with 128-bit and the MIDEA 

with 1024-bit key size. Encryption times vary range from 29.43031 to 732.79316 seconds for a 128-bit 

IDEA algorithm presented in the second column. The table provides encryption times for the 1024-bit 

MIDEA algorithm, presented in the third column. The data indicates that the time required for encryption 

per byte ranges from 20.08930 to 494.18258 seconds. A comparison of Table 8 indicates that modified 

MIDEA is faster at encrypting data than IDEA. This shows that the improved MIDEA method 

outperforms the original IDEA algorithm in speed. It enhances the algorithm’s time complexity. 

 

The comparison of encryption times between IDEA and the suggested MIDEA approach is demonstrate 

in Figure 8. In this figure the dotted lines represent encryption times with a 128-bit key size of IDEA 

methodology and solid lines denotes encryption times with a 1024-bit key size of MIDEA methodology. 

According to the line graph encryption time increase exponentially depending on file size employing the 

IDEA methodology with a 128-bit key. Conversely, the proposed MIDEA with 1024-bit key significantly 

improve the encryption time. Its speed is faster than the IDEA with a 128-bit key. The reduced encryption 

time of the MIDEA is beneficial for data conversion. The proposed encryption algorithm achieves this 

efficiency due to its larger 64-bit block size. But the IDEA uses only 16-bit block size. The expansive 

block size of the suggested algorithm facilitates the concurrent processing of extensive data values. It 

leading to the reduction of encryption time. Moreover, the plaintext data is divided into two parallel 

blocks. Every block is encrypted concurrently. The modified MIDEA algorithm is faster than the IDEA 

algorithm for this reason. It improves the efficiency and time complexity of the algorithm. 
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Figure 8. Encryption time comparison of IDEA with 128-bit and MIDEA with 1024-bit key size. 

 

Table 9 exhibits the decryption timings for files of different types and sizes employing the IDEA method 

with a 128-bit key and the MIDEA technique with a key size of 1024-bit. The Decryption time of the 

IDEA methodology with a key size of 128-bit fluctuates from 66.10430 to 1919.97381 seconds. The third 

column in the same table specifically denotes the time required for decrypting data using the suggested 

MIDEA with a 1024-bit key size. Throughout the experiment, the decryption time varies in the range 

from 114.73961 to 2581.83806 seconds. A comparison of these results indicates that the MIDEA 

algorithm with a 1024-bit key takes longer time to decrypt than the IDEA algorithm with a 128-bit key. 

The longer decryption times of enhanced MIDEA with 1024-bit can be considered beneficial because the 

complexity of the system makes it more difficult to compromise. This improvement strengthens the 

algorithm's security status considerably. 

 
Table 9. Decryption time of IDEA with 128-bit and MIDEA with 1024-bit key size. 

 

Ciphertext message size (MB) Decryption time using IDEA with the 128-bit 

key size (Second) (Nizatsary et al., 2022) 

Decryption time using proposed MIDEA with 

the 1024-bit key size (Second) 

0.97 66.10430 114.73961 

2.74 203.11006 328.34889 

4.45 337.42257 542.47500 

4.88 171.51043 317.85623 

5.21 200.85698 338.77327 

7.00 256.66392 435.01127 

8.31 329.28362 597.13235 

9.00 356.93560 645.22600 

10.0 435.49515 639.23650 

11.0 480.35738 729.81398 

15.0 684.86687 1779.79126 

20.0 1232.15802 1923.69950 

30.6 1592.92218 2099.88120 

40.8 1919.97381 2581.83806 

 

Figure 9 visually depicts the comparison of decryption times between the IDEA and the proposed 

MIDEA methodologies. When utilizing the MIDEA technique with a 1024-bit key size, it has been found 

that the decryption time increases exponentially as file size increases. The MIDEA algorithm uses keys 

with a 1024-bit length. The modular inverse procedure was carried out during the production of the 

decryption key. It takes a long time to do this 1024-bit modular inverse operation. The decryption of the 

suggested MIDEA technique with a 1024-bit key hence takes a very long time. Due to the lengthy 
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decryption process, it is incredibly challenging for hackers to crack it. Moreover, the graphical bar 

diagram presents the comparison of decryption times between the IDEA with a 128-bit key size and the 

proposed MIDEA with a 1024-bit key size in Figure 10. In this diagram, the blue color represents the 

decryption time for the IDEA methodology using a key size of 128-bit, while the orange color illustrates 

the decryption time using a key size of 1024-bit. It is showcasing that MIDEA with a 1024-bit key size 

takes more decryption time than traditional IDEA with a 128-bit key size. 

 

 
 

 

 

 
 

 
 

 

 
 

 

 
 

 

 

 

 

 

 

 

 
 

Figure 9. Decryption time comparison of IDEA with 128-bit and MIDEA with 1024-bit key size. 

 
 

 

 
 

 

 

 

 

 
 

 
 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 10. Comparison of decryption time between IDEA with 128-bit and MIDEA with 1024-bit key size. 
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Table 10. Comparison among proposed MIDEA with 1024-bit key size and existing works. 
 

Evaluation 

Factors 

IDEA (Suryo 

et al., 2020) 

IDEA + Matrix 

XOR methodology 

(Ogundokun et al., 

2021) 

IDEA and RSA 

(Nizatsary et al., 

2022 

W-Method based on 

AES and DES 

(Shukur et al., 2023) 

Hybrid 

methodology 

(Kuppuswamy et 

al., 2024) 

Proposed MIDEA with the 

1024-bit key size 

Key size (bit) 128 128 128 128 4 - 512 1024 

Sub Block 
size (bit) 

16 16 16 64 Variable 

Divided into two 512-bit 

blocks, each further 
divided into 8 sub-

blocks of 64-bit 

Speed Slow Faster Slow Faster Faster 

Very fast, benefiting 
from parallel processing 

within its 64-bit sub-

blocks. 

Encryption 

time (second) 

Depends on 

data size 

0.000000494 for 
128 KB data size 

(Depends on data 

size) 

29.43031 for 
0.97 MB data 

(Depends on 

data size) 

0.00297 (Depends 

on data size) 

0.0065 for 300-

bit data 

20.08930 for  0.97 MB 

data (Depends on data 
size) 

Type of files Text only 

Supports image 

files, but not 
audio/video files. 

Text only 

Plain text only, no 

multimedia 
support 

- 

Supports encryption of 

various file types, 

including text, image, 
audio, video, PDF, and 

Word files. 

Decryption 
time (second) 

- 0.000000504 66.10430 0.00216. 0.0055 
114.73961 (focuses on 
robust security) 

Security Low Safety Low Very high High Very high 

Efficiency Low High Low High Better Very high 

Phishing 

attack 

Prevention 

not possible 
- 

Prevention not 

possible 
- - Prevention possible 

 

Additionally, Table 10 provides a comprehensive comparison of the proposed MIDEA with 1024-bit key 

size methodology among earlier cryptography methods such as (Suryo et al., 2020; Ogundokun et al., 

2021; Shukur et al., 2023; Kuppuswamy et al., 2024). The suggested MIDEA technique notable enhances 

security of data transformation. It supports a variety of file types. It developed robust phishing attack 

prevention techniques. The MIDEA provides higher protection against cyberattacks. It is ideal for data 

and web application security. The larger block size of MIDEA facilitates efficient handling of large 

amount of data. It enables faster parallel encryption processing with the demands of high-performance. Its 

versatility in encrypting diverse file types ensures applicability across various domains. 

 

Comparative results demonstrate that the encryption time of MIDEA is notably shorter than that of the 

traditional IDEA algorithm. Furthermore, the suggested MIDEA use a 1024-bit key size. It extensively 

increases decryption time over the IDEA with a 128-bit key. The proposed MIDEA highlight the security 

of decryption speed. It is suitable for situations where security is prioritized than the speed. It is beneficial 

to extend the duration of decryption since it adds a layer of complexity. It is more difficult for malicious 

actors to compromise encrypted data. The expanded key size and subblock design structure directly 

contribute to enhanced security features. The proposed MIDEA achieves very high efficiency and security 

of data transformation. It is suitable for E-banking, healthcare applications that demand both performance 

and robust security of application and data. Furthermore, MIDEA designed phishing attack prevention 

strategy for protect the application. It is including a critical layer of comprehensive security measure 

against prevalent cyber threats. 

 

6. Application and Security Analysis 
The proposed MIDEA cryptography algorithm plays a vital role in securing communications and 

preventing various types of cyberattacks including phishing, brute force attacks, and known plaintext 
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attacks. The traditional IDEA method was found to have a significant number of weak keys and a variety 

of attacks, including man-in-the-middle, chosen-plaintext attacks, phishing, etc. (Demirci et al., 2003; 

Biham et al., 2007). Additionally, using only circular change of fixed bits of cyclic alteration of secret 

keys is a contributing factor to the inherent weakness of the IDEA key scheduling algorithm (Afzal et al., 

2015; Yegireddi and Kumar, 2016). This proposed methodology is suggested to overcome the 

vulnerability of the traditional IDEA algorithm. In our suggested methods complexity of the algorithm 

grows because the suggested MIDEA cryptosystem has a 1024-bit key size and is based on 64-bit 

addition modulo, 64-bit multiplication modulo, S-box, circular shift, and bitwise XOR operations. In the 

proposed approach, the subkey generation benefits from the integration of S-boxes that enhance the 

overall security of the algorithm. The system will be harder to destroy, and it will take some more time to 

break the system. Here it is given applications of the proposed MIDEA methodology for secure patient 

data in the healthcare sector. This segment additionally introduced a framework for detecting phishing 

attacks and outlined a defense strategy aimed at safeguarding sensitive patient data within the healthcare 

sector. 

 

The industrial significance of the suggested approach uses to protect sensitive information and ensuring 

data integrity across various sectors. The suggested MIDEA technique is used in industries such as 

healthcare, E-banking, E-commerce, and finance where the protection of sensitive information is 

paramount. It’s typically application in the domain of banking for secure communication and online 

transaction.  The key generation technique of MIDEA generate strong key for encryption and decryption. 

Additionally, these keys are also useful for multiparty authentication technique in domain of E-banking, 

healthcare, E-commerce. Moreover, the suggested approach plays a crucial role in securing financial 

transactions, protecting user identities, and preventing fraudulent activities. This work presents the 

application of the suggested methodology in the healthcare sector. The use of a secure international data 

encryption algorithm in healthcare provides substantial industrial significance in safeguarding sensitive 

patient information. The proposed robust encryption and decryption technique is crucial for protecting 

patient data, doctor information, online transaction, and the transmission of medical data over the 

networks. It ensures the confidentiality and integrity of healthcare sector. 

 

Justification and Informal Security Analysis 

(i) Modular multiplication operation in a finite field is a nonlinear operation. It is introducing confusion 

in the key generation, encryption, and decryption process. The proposed methodology used modular 

multiplication (264 + 1) operation at steps 1, Step 4, step 7, and step 9 in the encryption and 

decryption process. It ensures that small changes in the input data or key result in drastic changes in 

the ciphertext. This makes it difficult for an attacker to discern any patterns or relationships between 

the plaintext and ciphertext. 

(ii) Modular addition (264) in a finite field is another nonlinear operation that contributes to the diffusion 

of information throughout the proposed MIDEA encryption and decryption process. It ensures that 

each bit of the plaintext influences many bits of the ciphertext, spreading the influence of each input 

bit across multiple output bits. 

(iii) Modular multiplication and addition operations mix the input data in a way that distributes the 

influence of each plaintext bit across multiple ciphertext bits in the suggested MIDEA technique. 

This mixing property increases the complexity and provides robust security for the proposed 

methodology. 

(iv) Increasing the key size to 1024 bits would result in a key space of 21024, which is astronomically 

large (approximately 10308). The sheer number of possible keys makes brute-force attacks infeasible. 

(v) The left circular shift operation strengthens the resistance of the key generation methodology, 

making it more difficult for an attacker to exploit weaknesses or vulnerabilities in the key schedule. 
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The resulting round keys exhibits greater randomness, variable length circular shift that makes the 

resistance against various cryptography attacks. 

(vi) Logical XOR operation is used in MIDEA to encrypt the plaintext data with the round subkeys. The 

round subkeys are combined with the plaintext using XOR operations during every round of 

encryption operation. This mixing ensures that each round of encryption depends on both the 

plaintext and a unique round key derived from the original encryption key. 

(vii) The number of rounds can enhance the robustness and resilience of the proposed MDEA against 

potential vulnerabilities and weaknesses. It provides an additional layer of security and ensures that 

the algorithm remains secure from cybercriminals attacks.  

(viii) S-boxes (16 x 16) increase the resistance of the proposed MIDEA methodology. The mapping of the 

S-box is designed to introduce non-linearity into the encryption process and make it difficult for 

attackers to predict the relationship between the plaintext and ciphertext. It provides strengthens of 

the permutation and combination of the proposed methodology. 

 

6.1 Application in the Healthcare Sector 
Cryptography is essential for protecting confidential patient information, ensuring the integrity of medical 

records, and enabling secure communication in the healthcare sector. Data security is one of the major 

challenges facing the health sector, and to address this, the proposed MIDEA with a 1024-bit key size 

technique has been adopted in the healthcare sector to provide security of patient and medical data. It 

provides security for different types of data transformation over the network such as patient information, 

patient health insurance records, prescription, billing data, medical, etc. The methodology of existing 

healthcare application is introduced in Table 11. 

 
Table 11. Methodology of existing healthcare application. 

 

Author Methodology Finding application area 

Ogundokun et al. (2021) Cryptography IDEA  and Steganography model Secure medical information on the Internet of Medical 

Things (IoMT) environment 

Kumar and Tripathi (2020) Blockchain-based secure framework using 

public key cryptography 

Data security and authentication in the healthcare sector. 

Jayanthi  and Iyyanki (2020) AES algorithm and hashing technique Data security in the health care sector. 

Hureib and Gutub (2020) Elliptical curve cryptography and image 

steganography 

Medical data security 

Gatta and Abd Al-latief (2018) Chaos theory Medical image security 

Hema and Kesavan (2019) Elliptic curve cryptography Healthcare data security in the health cloud environment 

 

The conceptual framework for securing patient data in the healthcare sector is presented in Figure 11. This 

framework ensures that patient data is securely transmitted, stored, and accessed within the healthcare 

sector. 

 

 

 

 

 

 

 

 

 

 
 

Figure 11. Conceptual framework for securing healthcare patient data through MIDEA methodology. 
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The conceptual framework involves the following key steps:  

Step 1: Healthcare Sector: 

• Patients: Patients within the healthcare sector upload their personal and medical data to the 

system. 

• Doctors or Nurses: Healthcare professionals, such as doctors or nurses, can view or download 

this data as needed for medical purposes. 

Step 2: MIDEA Methodology: 

• The MIDEA methodology serves as the core encryption and decryption mechanism within the 

framework. 

• The MIDEA methodology encrypts uploaded patients’ data to ensure its security during 

transmission and storage. 

• Similarly, the MIDEA methodology decrypts the data to make it readable when doctors or 

nurses need to access the data, 

Step 3: PMS Database Server: 

• The encrypted data is stored in the PMS database server. 

• The server securely holds the encrypted data until it is needed for access by authorized 

personnel. 

• When a request to view or download the data is made by a doctor or nurse, the PMS database 

server sends the encrypted data back to the MIDEA methodology for decryption. 

 

The framework ensures that patient data in the healthcare sector is protected through robust encryption 

and decryption processes provided by the MIDEA methodology. This approach safeguards sensitive 

information from unauthorized access and potential cyber threats while ensuring that authorized 

healthcare professionals can access and utilize the data efficiently for patient care. The security strategy of 

the proposed methodology in the healthcare sector is present in Algorithm 4 and Algorithm 5 

respectively.  

 

Algorithm 4: Encryption algorithm in healthcare sector  

Require: Patient Medical Data Files (PMDFpatient) such as prescriptions, medical reports, insurance 

data, MIDEA methodology, UIDpatient and PASSpatient 

 

Ensure: Used MIDEA with the key size of 1024 bits 

1) Patient registers into the PMS. 

2) Input UIDpatient and PASSpatient 

3) while row = mysqlifetchassoc(result) do 

4)     if ((row[”uname”] == UIDpatient) and ( row[”pass”]  == PASSpatient) ) then 

5)          Print(“Patient Login Successful”) 

6)         Goto step 12. 

7)   else 

8)        Print(“Patient login unsuccessful”) 

9)        Exit 

10)    end if 

11) end while 

12) Patient uploads medical data files as PMDFpatient in PMS 

13) while (Record in PMS) do 

14)       subkey = keygeneration()  

15)        if (subkey != NULL) then 
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16)            Read PMDFpatient  

17)           PCTpatient = Encryption (PMDFpatient, subkey)  

18)          if  (PCTpatient != NULL) then 

19)              PCTpatient data stored in PMSdatabaseserver 

20)         else 

21)             Print (“Encryption unsuccessful”) 

22)            Goto step 17; 

23)        end if 

24) else 

25)     Print(“Subkey Generation unsuccessful”) 

26)     Goto step 14 

27)   end if 

28) end while 

29) Exit. 

 

In Algorithm 4, the variable PMDFpatient serves as the representation of the patient's medical data file. 

UIDpatient is utilized to signify the user ID of the patient, while PASSpatient is employed to indicate the 

patient’s password. The retrieval of patient records is performed from the PMS database server, which is 

stored in the variable result. The PCTpatient represents the patient’s cipher text data files. The 

Keygeneration() method is employed to generate keys for the encryption process. Subsequently, the 

Encryption() method is used to encrypt patient medical data files. The resulting cipher text data of the 

patient is stored in the PMSdatabaseserver. 

 

Algorithm 5: Decryption algorithm in healthcare sector  

Require: Cipher text file (PCTpatient) such as prescriptions, medical reports, insurance data, MIDEA 

methodology, UIDdoctor , PASSdoctor UIDnurse, PASSnurse 

Ensure: Used MIDEA with the key size of 1024 bits 

1) Doctor or nurse login into the PMS. 

2) Input UIDdoctor , PASSdoctor UIDnurse, PASSnurse 

3) while (row=mysqlifetchassoc(result)) do 

4)    if (( row[”duname”] == UIDdoctor) and ( row[”dpass”] == PASSdoctor)) or(( row[”nuname”] == 

UIDnurse) and (row[”npass”] ==PASSnurse) then 

5) Print(“Doctor or nurse login successful”) 

6)     Goto step 12. 

7)      else 

8)  Print(“Doctor or nurse login unsuccessful”) 

9)       Exit. 

10)   end if 

11) end while 

12) Patient uploads medical data files as PMDFpatient in PMS 

13) while (record in PMS) do 

14)        subkey = keygeneration()  

15)            if (subkey != NULL) then 

16)  Read PCTpatient data from the database server 

17)              PMDFpatient = Decryption (PCTpatient, subkey)  

18)  if  (PMDFpatient != NULL) then 

19)      Print (“Doctor or nurse can download or view patient medical data”) 

20)  else 
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21)      Print (“Decryption unsuccessful”) 

22)      Exit; 

23)  end if 

24)         else 

25)  Print(“Subkey generation unsuccessful”) 

26)  Goto step 14 

27)  end if 

28)  end while 

29) Exit. 

 

In Algorithm 5, the variables UIDdoctor and PASSdoctor are employed to signify the user ID and password of 

the doctor, respectively. Similarly, UIDnurse and PASSnurse represent the user ID and password of the nurse. 

Retrieval of patient records is conducted from the database and stored in the variable result. The 

Keygeneration() method is utilized to regenerate keys for the decryption process. Subsequently, the 

Decryption() method is applied to decrypt patient medical data files. Following the decryption process, 

doctors or nurses gain the ability to download or view patients’ medical data records from the PMS 

database server. 

 

 
 

Figure 12. Application of the MIDEA algorithm in the healthcare sector. 

 

The diagram in Figure 12 represents the application of the MIDEA algorithm in the healthcare sector. 

Patient Management System (PMS) serves as a web application responsible for efficiently managing the 

database of patients, doctors, and nurses. PMS secures the patient information using the suggested 

MIDEA with a 1024-bit key size technique. At first, patients register in the PMS. The patients provide the 

data of medical and health insurance in the PMS after logging into PMS. The PMS encrypted the patient’s 

data using the proposed encryption technique. Then encrypted data is stored in the PMS database server. 

Further, the encrypted data is decrypted when authorized persons seek to access data. This process occurs 

based on the suggested decryption techniques. Thus, only authorized persons can download and access 

the patient’s data from the PMS database server. Further, more doctors recommended medicine for 

patients. Patients can also access the suggestions of the doctors. 
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6.2 Phishing Attack 
A phishing attack is a type of cyberattack in which attackers use deceptive tactics to trick individuals into 

revealing sensitive information, such as usernames, passwords, credit card numbers, or other personal 

details. Phishing attacks typically involve the use of fraudulent emails, websites, or other communication 

methods to impersonate trusted entities and manipulate users into providing confidential information. We 

proposed a phishing detection framework to detect phishing attacks in the health sector. 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
 

 

Figure 13. Phishing attack detection framework using MIDEA with a 1024-bit key size. 

 

Figure 13 illustrates a phishing detection framework utilizing the MIDEA with a 1024-bit key size 

methodology. The proposed detection framework provides robust security for detecting phishing attacks. 

This ensures that only authentic Uniform Resource Locators (URLs) are accessed, and phishing attempts 

are effectively detected and prevented. The following is a step-by-step explanation of its functionality: 

 

Step 1: Input URL (Website, E-mail, Social Network, etc.): The user inputs the URL they wish to 

access. This URL can be from any source such as a website, email, social network, etc.  

Step 2: Proposed MIDEA Technique:  

• The input URL is processed by the proposed MIDEA technique. 

• The user provides their authentication information, which includes their User ID, Password, 

and Subkey1. 

• The MIDEA technique uses this information to generate an encrypted version of Subkey1. 

Step 3: Web Hosting Server: 

• The encrypted Subkey1 is sent to the web hosting server where the website is hosted. 

• The web hosting server forwards a query along with the encrypted Subkey1 to the PMS (Patient 

Management System) database server. 

Step 4: PMS Database Server: 

• The PMS database server processes the query and sends back the encrypted Subkey2 to the web 

hosting server. 

• The web hosting server then sends Subkey2 back to the proposed MIDEA technique module. 
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Step 5: Regenerate the Original Key: 

• Using both Subkey1 and Subkey2, the proposed MIDEA technique regenerates the original key 

with the size of 1024 bits through MIDEA techniques.  

• This regenerated key is crucial for verifying the authenticity of the website. 

Step 6: Matching Process: 

• The regenerated key is compared with the original key stored in the system. 

• If the keys match, it indicates that the URL belongs to an original, legitimate website. 

• If the keys do not match, it indicates that the URL is associated with a phishing website. 

 

Algorithm 6: Phishing defense strategy using MIDEA methodology 

Require: User ID, password, and sukey1 of patient  

Ensure: Used MIDEA with the key size of 1024 bits  

1) Input UIDpatient , PASSpatient , Subkey1patient 

2)  PSK1patient = Encryption (Subkey1patient) 

3)   if (PSK1patient == NULL) then 

4)  Print (“Invalid website, Site no longer response from PMS database server”) 

5)  Exit 

6)  else 

7)         Goto step 9 

8)  end if 

9) while (host=mysqlifetchassoc(hostserver)) do then 

10)    if (host[”uid”] == UIDpatient) and ( host[”pass”] == PASSpatient) then 

11)  Print(“User ID and Password valid”) 

12)  Goto step 15 

13)      end if 

14)  end while 

15)  while (SK=mysqlifetchassoc(pmsdatabase)) do  

16)         if (SK[“subkey1”] == PSK1patient ) then  

17)  subkey2 = subkey2 mod (264 +1 ) 

18)  Read the original 1024-bit key (ORK) from the PMS database 

19)  ORK = ( ORK mod 264) << (25 + sukey2) 

20)  SK12 = combine(PSK1patient , Subkey2) 

21)  if  (SK12 == ORK) then 

22)       Flag = 1; 

23)       Goto step 27 

24)  end if 

25)          end if 

26)  end while 

27)  if (Flag == 1) then  

28)  Print(“valid website”) 

29)  else 

30)       Print (“Invalid website”) 

31)  end if 

32) Exit. 

 

In Algorithm 6, the variable Subkey1patient is employed to signify the subkey of the patient. PSK1patient 

denoted encrypted subkey1 of the patient. The variable ORK is used to represent the original key of size 

1024 bits. The combine() method merges the PSK1patient and Subkey2 which is stored in the variable 
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SK12. This defense strategy prevents all types of phishing attacks in the healthcare sector. 

 
Table 12. Phishing attack detection time and accuracy using MIDEA with the 1024-bit key size. 

 

Targeted phishing vector Detection time (Second) Detection accuracy (%) 
Website 245.1297 92.65 
E-mail 300.2457 93.14 
Social Network 265.6813 91.06 
Generic 289.4561 82.54 
Vishing 354.1876 90.17 
Smishing 405.1428 91.75 
Wi-Fi 294.5432 90.89 
 
 

The performance of the phishing detection strategy using MIDEA with a 1024-bit key size is summarized 

in Table 12. This table evaluates the detection time and accuracy across various phishing vectors, 

providing insights into the efficiency and reliability of the proposed methodology. The detection time for 

phishing websites is approximately 245.13 seconds, with a high detection accuracy of 92.65%. This 

indicates efficient and reliable identification of phishing websites.  The methodology effectively detects 

phishing emails with the highest accuracy among all vectors, indicating strong performance in email 

security. Detection of phishing attempts on social networks requires 265.68 seconds, with a detection 

accuracy of 91.06%. This shows robust performance in identifying threats from social media platforms. 

The detection time of generic phishing vector is 289.46 seconds and a detection accuracy is 82.54%. This 

vector shows slightly lower accuracy due to the diverse nature of generic phishing attacks. Smishing 

detection accuracy is high, but the detection time is the longest among all vectors. The suggested 

framework takes 294.54 seconds to detect Wi-Fi phishing, with a detection accuracy of 90.89%. This 

indicates its efficacy in recognizing phishing attacks over Wi-Fi networks. The results demonstrate that 

the MIDEA methodology with a 1024-bit key size is highly effective in detecting various types of 

phishing attacks. The methodology exhibits strong performance with high detection accuracy and 

acceptable detection times. It makes suitable for deployment in environments where phishing attacks are a 

significant threat. These findings underscore the importance of using advanced cryptography techniques 

to enhance phishing detection capabilities and secure sensitive information, particularly in the healthcare 

sector and E-Banking. 

 

7. Conclusion 
This research presents a significant advancement over the traditional IDEA methodology by introducing 

the MIDEA with a 1024-bit key size. The MIDEA methodology addresses the shortcomings of IDEA, 

such as its vulnerability due to the fixed 25-bit circular left shift, by implementing larger key sizes, 

dynamic circular shifts, and resilient subkey generation. These enhancements provide robust security, 

ensuring data confidentiality and integrity. The proposed MIDEA algorithm demonstrated key generation 

times ranging from 47.61170 to 1012.45345 seconds for file sizes between 0.97 and 40.8 MB by 

maintaining consistent performance across different file types. The results indicate that MIDEA enhances 

the performance of key generation, encryption, and decryption processes while providing strong 

protection against attacks.  

 

Comparison outcomes demonstrate that MIDEA benefits from faster encryption times and improved 

decryption robustness. The suggested methodology is particularly suitable for practical implementation in 

the healthcare sector, ensuring the secure sharing of patient data. Additionally, the proposed phishing 

detection framework and defense strategy play a crucial role in identifying and preventing phishing 

attacks within the healthcare sector. However, a significant limitation of this work arises when employing 

a 128-bit subkey size instead of the conventional 64-bit. This configuration introduces notable time 
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overhead during key regeneration, encryption, and decryption processes, primarily due to the 

computational demands of performing modular multiplication inverse operations on 2128 +1 and modular 

addition inverse on 2128. 

 

Future research will focus on optimizing these critical modular arithmetic operations to mitigate the 

increased time complexity associated with larger subkey sizes. Our proposed work will be developed 

further to establish a unified key generation block framework. Additionally, research work will focus on 

developing and implementing advanced techniques to optimize modular multiplication inverse and 

modular addition inverse operations required for 128-bit subkey size. Moreover, it will be implemented to 

enhance the security of online transaction in E-banking systems. Future research will also explore the 

integration of our methodology with other advanced security protocols and its application across various 

sectors to evaluate its versatility and effectiveness. 
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