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Abstract

In wireless sensor networks, data transmitted over wireless channels can get corrupted or lost due to channel noises and
interferences. Error control coding is a technique that enables reliable delivery of digital data over unreliable
communication channels. By adding redundancy to the transmitted data, error control codes allow the decoder to
recover the original data based on partial data information received. The codes allow the receiver to recover errors or
data loss without retransmission, thus making them suitable for applications where retransmissions are costly or
impossible. Due to the stringent energy constraint of battery-powered sensor nodes, it is vital to use the energy-efficient
error control scheme. In this paper, we evaluate the performance of Reed-Solomon (RS) codes with the objective to
optimize their design factors, leading to optimal bit error performance over both Additive White Gaussian Noise
(AWGN) channels and Rayleigh fading channels.

Keywords- Error correction code, Bit error rate, Signal-to-noise ratio, AWGN channel, Rayleigh fading channel,
Performance analysis.

1. Introduction

Data transmitted over wireless sensor networks (WSNSs) are vulnerable to errors and corruption
due to channel noises, interferences, and malicious attacks (Zonouz et al., 2015; Wang et al.,
2017). Typically, encryption can be performed to protect the data from the malicious attacks, but
the secured data by encryption can be more sensitive to transmission errors (Ma et al., 2011). It is
important to provide a proper error control scheme to reduce the bit error rate (BER). Due to the
stringent energy constraint of battery-powered sensor nodes, it is vital to use energy-efficient
error control schemes to efficiently recover the lost or erroneous information (original or
encrypted) to save the retransmission overhead (Ma et al., 2006; Ma et al., 2007; Ma et al., 2009;
Ma et al., 2012).

In digital communications, error correcting codes (ECCs) or forward error correction (FEC)
codes have been traditionally used to control errors in data transmissions over unreliable or noisy
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communication channels (Abedi, 2011; Islam and Han, 2011; Alrajeh et al., 2015). By
introducing redundancy into the transmitted data, ECCs provide capability for the decoder to
detect and even correct errors happening to the data without retransmissions. The use of ECCs
over a noisy channel can provide better BER performance for the same signal-to-noise ratio
(SNR) compared to an un-coded system, or can provide the same BER at a lower SNR than the
un-coded system (Howard et al., 2006). The coding gain achieved by using error-correction
coding results in transmitter energy savings, but at the cost of complexity and energy overhead of
the redundant parity bits and of the encoding/decoding computation. Usually there is a tradeoff
between the coding gain and the overhead of the code.

As one type of the FEC codes, Reed-Solomon (RS) codes have been widely used to withstand the
effects of channel errors thus to improve communication performance in traditional
communication systems (Bettayeb et al., 2019; Yigit et al., 2019). Due to the energy-constraint of
sensor nodes, it is crucial that we evaluate the performance of RS codes and choose the ones that
are suitable for low-power WSNs. In this paper, we evaluate the error performance of RS codes
with an emphasis on the optimization of design factors for RS codes to achieve better bit error
performance over both Additive White Gaussian Noise (AWGN) channels and Rayleigh fading
channels (Farzamnia et al., 2018).

2. Background

In this section, we briefly review the concept of RS codes and factors considered for evaluating
the performance of RS codes, namely, channel models, modulation schemes, and performance
metrics.

2.1 RS Codes

RS codes are the most widely used FEC codes for achieving reliable data transmissions in
communication networks (Wicker and Bhargava, 1994; Shi et al., 2017). They are non-binary
linear block codes that process a fixed size block of message symbols at a time. A RS (n, k) code
defined over GF (2™) with m-bit symbols has a block length of n = 2™ -1 and k (k < n) data
symbols. RS codes are maximum-distance-separable (MDS) codes with code distance (i.e., the
minimum Hamming distance) being dmin = N —k +1. The RS (n, k) encoder takes k data symbols at
a time and encodes them into n coded symbols block as the codeword by adding (n - k) parity
symbols as redundancy. It enables a receiver to recover the k data symbols from any set of exactly
k encoded symbols. RS codes are good at correcting both random errors and burst errors. A RS
(n, k) code corrects up to any combination of t errors or 2t erasures (given the position of a
symbol error is known), where t = (n — k) / 2 indicates the error correction capability. R=k/n s
referred to as the rate of the code. Being MDS codes, RS codes make a highly efficient use of
redundancy. The block lengths n and characters sizes k can be easily adjusted to match different
channel conditions and applications needs. Therefore, RS codes are optimal in terms of the error
and erasure correction capability. RS codes also provide a wide range of code rates that can be
chosen such that the coded schemes have compatible bandwidth efficiency as the corresponding
uncoded system. Therefore, RS codes have been studied and implemented for WSNs (Huu et al.,
2012; Tan et al., 2014). In this paper, we study the impact of RS parameters n, k, t, and R on the
error performance of RS codes with the goal of optimizing their use in the WSN applications.
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2.2 Channel Models and Modulation Schemes

In this work, we study performance of RS codes under AWGN and Rayleigh fading channels.
The AWGN channel is the most frequently assumed model for a transmission channel in the
digital communication theory (Abdullah and Noori, 2011; Parthasarathy et al., 2018), the
Rayleigh channel is a useful model of real-world phenomena in wireless communications (Dawa
etal., 2018; Tian et al., 2018).

More specifically, an AWGN channel adds white Gaussian noises to the signal that passes
through it (Shahi et al., 2018). This model does not account for fading, frequency selectivity,
interference, and dispersion. Therefore, it cannot model complicated communication systems. In
realistic wireless environments, multi-path fading strongly affects communications in WSNSs.
Multi-path fading increases the possibility of signal cancellation, which leads to a higher packet
loss rate and therefore resulting in more power consumption. Thus, the wireless communication
in WSNs can be more accurately modeled as a fading channel. The coding gain when using ECC
codes on fading channels is generally higher than that on a Gaussian channel (Hagenauer and
Lutz, 1987).

Modulation is the process of coding information onto the carrier frequency. The modulation
scheme used by the radio is an important factor that strongly affects the energy consumption of
the node. In this work, we study RS performance under different modulation schemes.
Particularly, we choose M-ary Phase Shift Keying (MPSK), M-ary Frequency Shift Keying
(MFSK), and Offset Quadrature Phase-Shift Keying (OQPSK) modulation schemes for the
simulations of error performance of RS codes.

2.3 Performance Metrics

One performance metric used in the simulations is BER, which can be measured by computing bit
error probability P,. Different modulation schemes have different values for the error function,
and thus have different values of Py. Another metric used is the energy per bit to noise power
spectral density ratio (En/No), which is a normalized measure of SNR. It is also known as “SNR
per bit” and is often used to find how much transmitter power is needed for a certain digital link.
In this work, we compare the BER vs. Ew/No performance of RS codes by varying values of RS
parameters. Results are also compared with those of corresponding un-coded systems.

3. Error Performance on AWGN Channels
In this section, we study RS error performance for MPSK signaling over AWGN channels.

3.1 Uncoded System
Figure 1 shows the basic modulator/demodulator block diagram without channel coding.
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Figure 1. Basic modulator/demodulator without channel coding (Sklar, 2001)

For M = 2 (BPSK) and M = 4 (QPSK), the bit error probability P, on AWGN channel is given by
(Sklar, 2001)

2E 1 E
P = —2 | or R ==erfc| [ 1

2t = %erfc(i), x>0, where erfc(:)

! “e
Nzl N

is the complementary error function defined as erfc(x) = % j “eldt.
T X

The Q-function, Q(X), is defined as Q(X) =

For BPSK, M = 2, m = logz(M) = 1 (one bit per symbol), the symbol-error probability Pe is the
same as bit-error probability and can be computed using (1). The bit error probability for OQPSK
is the same as for BPSK. For large M (>4), the probability that the demodulator makes a symbol
error Pe(M) can be approximated by (Proakis, 2000)

2B, . (7 _ E (7
PE(M)~2Q( N—Osm(MjJ or PE(M)~erfc[\/NTS|n(M)] (2)

where Es/N, is the ratio of energy in a symbol to noise power spectral density, and M is the
number of symbols, and m = log>(M), Eg /N, =m-(E, / N,). When the Gray coding is used, Py
can be approximated as R, ~ P.(M)/log, M . That is,

2 Eb sinl £ ~£ . in(Z-
R, szL\/Zlogz(M)-N— SIH(M jj~ merfc(\/m Iy Sm(M)j 3)

0

where m = logz (M) is the number of bits per modulation symbol and r, = E,/N, is the energy
per bit to noise power density ratio. For example, for 8-PSK (M =8, m = 3), we have
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R, =%erfc(\/ﬁsin(%)) .

To determine Py, we convert the symbol error probability Pe to its bit error equivalent. There is
no general formula for the symbol to bit error probability conversion. The actual Py is shown to
be bounded by (Proakis, 2000)

Pe(M) _p M2

log, M M-1

P (M) (4)

The lower limit corresponds to the case where the symbols have undergone the Gray coding. The
upper limit corresponds to the case of using the pure binary coding.

3.2 RS Coded System
Figure 2 shows the RS (n, k) coded M-ary signaling on AWGN channel, where R is data-bit rate,

R, =(n/k)R is channel-bit rate, and R, =R_ /(log, M) is symbol rate. For a RS (n, k) coded

system, the symbol-error probability Pe of MPSK modulation on AWGN channels (M > 2) is
approximated as (Odenwalder, 1976)

P.(M)~ ZQ( %Sin(%jJ ~ erfc[\/(logz M )(E)%sm(%)] (5)

Assume hard-decision demodulation is used, the channel-bit-error probability out of the
P:(M)
log,(M)

decoded Py depends on the particular code, the decoder, and the channel-bit-error probability P..
It can be approximated by (Odenwalder, 1976)

demodulator and into the decoder denoted as P is expressed as P, = . The final output
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Figure 2. Basic modulator/demodulator with channel coding (Sklar, 2001)
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4. Error Performance on Rayleigh Fading Channels

We consider the performance of an MPSK signaling over a normalized Rayleigh fading channel
as described in (Jamali and Le-Ngoc, 1991). The transmission model is depicted in Figure 3. The
transmitted signal x is corrupted by introducing a multipath gain represented by a complex-valued
number A= Ae”, and an additive Gaussian noise N. The additive Gaussian noise is defined to have

one-side spectral density No. The multiplicative gain A is a random variable having a normalized
Rayleigh fading density function as:

pa(a)=2a-e (7)
with E[A?] = 1.
Binary Binary
data data

X ¥
RS > MPSK MPSK > RS
encoder modulator demodulator decoder
A N

Figure 3. Signal transmission model (Jamali and Le-Ngoc, 1991)

4.1 Uncoded System
At high Ex/No, the symbol error probability of uncoded MPSK signals in an AWGN channel can
be written approximately as (Proakis, 2000)

[E. . =
Ps(a)~erfc(a N sin( )J ©)

where a is channel amplitude. When M = 2", each channel symbol includes m= log.(M) channel
bits and Es = mE,. After going through an encoder with coding rate R= k/n being adopted, m
channel bits only carry mR information bits. Thus, we get

P.(a) zerfc(a /mRE—Zsin(&)J 9

Eg. (9) can be regarded as the conditional symbol error rate given the fixed fading amplitude a.
The symbol-error probability for MPSK signaling over a Rayleigh fading channel can be found
by averaging the conditional symbol-error probability of (9) with respect to the fading amplitude
a

1_‘bM

P~ [y (@) pyfa)da 1
bM

(10)
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where y, =E, /N,, and T',,, ={mMR.7, Sin(ﬁ) . For the BPSK modulation,

P _1- Ry, (11)
1+Ry,

The relationship between Ps and P, of MPSK signals depends upon the mapping of the m-bit
groups to the symbols. If the Gray coding is used, Py, can be approximated by (Proakis, 2000):

PP
P—— s _s 12
® log,(M) m 12

4.2 RS Coded System
Consider a RS (n, k) code defined over GF(2") with error-correction capability of t=| (n—k)/2].

If the number of errors in the received codeword exceeds the error correction capability of the
code, the decoding failure occurs (i.e., the decoder cannot recover the correct data word). The
upper bound of the post decoding bit-error probability for the erasure-and-error decoding of the
RS coded system is given as (Clark Jr. and Cain, 1981; Zhang et al., 2000).

2m—1 om_g ]+t (2m _1] _ oy
A e (13
"7 2 —1z 2" 1\ j

j=t+1

where P is the code symbol error rate of the RS code. For the first approach of the RS coded
scheme (RS over GF(2™) + 2™-PSK), where each code symbol is mapped directly to one channel
symbol, P, = Ps. For the second approach (RS over GF(2'™) + 2™-PSK), where each code symbol
is composed of I concatenated MPSK symbols, the probability that each code symbol is correctly
received is (1- Ps)' and the code symbol error rate is

Pe=1-(1-Py) (14)

5. Error Performance Comparison

Figure 4 shows the error performance of an example RS (7, 5) coded 8-PSK system over the
AWGN channel and Rayleigh channel, as compared to the corresponding uncoded system. It can
be seen from the figure that the error performance of the transmitted signal is greatly improved by
using the RS code for both AWGN channel and Rayleigh channel, and the RS coded system has
more coding gains in the Rayleigh channel than in the AWGN channel.
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Error Performance of RS Coded MPSK Schemes on AWGN and Rayleigh Fading Channels
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Figure 4. Error performance of RS coded MPSK schemes

6. Effects of RS Design Parameters

In this section, we evaluate RS error performance as a function of the RS code parameters,
namely, n, k, R, and t. Effects of different modulation schemes on the BER performace of the
system are also investigated.

6.1 Constant n, Increasing t

Figures 5 and 6 show the BER respectively under the 32-ary FSK and OQPSK modulations over
an AWGN channel with constant n = 31 and increasing error correcting capabilities t ranging
from 1 to 8. It can be seen that, with constant block length n, the BER performance improves with
the increase of t from 1 to 5, it degrades when t > 5. The reason is with constant n, increasing t =
(n - k) / 2 means decreasing k thus the code rate R = k / n. It also shows that RS (31, 21) witht =5
and R = 0.68 is the optimum code in this case, and it has a code gain of about 3.3dB. The
degradation in the curve is because the amount of processing “power” required for RS encoding
and decoding is related to the number of parity symbols per codeword. A large value of t means
that a large number of errors can be corrected but requires more computational power than a
small value of t.

The specific observations are 1) As Eu/No increases, i.e., the channel condition improves, the BER
performance improves; 2) When Eu/No is small, i.e., the channel condition is bad, the BER
performance using RS code is worse than that without using RS code because the number of
occurrence of erroneous bits can exceed the error correction capability of RS code; and 3) There
are En/No degradations for very large code rates (less redundancy) and very low code rates (large
redundancy) compared to the optimum rate: as the code rate approaches unity (no coding), the
system will suffer worse error performance; at very low code rates, the more energy reduction per
bit, more errors the demodulator makes, the worse the BER performance. The above observations
are also applicable to simulation cases discussed in the following subsections.
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Figure 5. RS error performance for MFSK over AWGN channel with constant n and increasing t

BER vs Eb/NO for OQPSK over AWGN channel with n=31, t=1,...,8
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Figure 6. RS error performance for OQPSK over AWGN channel with constant n and increasing t

6.2 Constant R, Increasing n

Keeping constant code rate R, the error performance of RS improves and the error correction
capability t increases as the code block size n increases, making RS codes an attractive choice
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whenever long block lengths are desired. This can be seen in Figures 7 and 8, where the code rate
is held at a constant 0.875, while its block size increases from n = 15 symbols (with m = 4 bits per
symbol) to n = 255 symbols (with m = 8 bit per symbol).

BER vs Eb/NO for 32-ary FSK over AWGN with Rc=0.87
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Figure 7. RS error performance for MFSK over AWGN channel with constant R and increasing n

BER vs Eb/NO for OQPSK over AWGN with Rc=0.87
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Figure 8. RS error performance for OQPSK over AWGN channel with constant R and increasing n
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6.3 Constant k, Increasing n - k

With constant k, an increase in redundancy n — k means the increase of codeword length n and

error correction capability t but a decrease in R; the larger codes rate result in better BER
performance, as shown in Figures 9 and 10.

BER vs Eb/NO for 32-FSK over AWGN constant k=29

10° =
— uncoded |-
10" "RS(31,29) ||
RS(63,29) |

2 RS(127,29) I
w0 i RS(255,29) |-
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0 2 4 6 8 10 12 14 16 18
E,/N, (dB)

Figure 9. RS error performance for MFSK over AWGN channel with constant k, increasing n — k

BER vs Eb/NO for OQPSK over AWGN with constant k=29
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Figure 10. RS error performance for OQPSK over AWGN channel with constant k, increasing n — k
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6.4 Constant t, Increasing n

In this case, the optimum code rate for a RS code is calculated from the decoder performance at
various code rates. The code rate which requires the lowest Ex/No for a given BER is chosen as
the optimum code rate for RS code design. In the simulations, we keep t as a constant with values
of 2 and 5 respectively and increase code length n from 15 to 255 for OQPSK modulation over an
AWGN channel. Figures 11 and 12 show that with constant t, RS error performance improves as
the increase of n from 15 to 255. By comparing results in Figures 11 and 12, we can see that
increasing t improves the RS error performance. The optimum code rate is between 0.67 and
0.87.

We compare RS error performance for different modulation schemes on AWGN channels. The
RS code used in this simulation is RS (31, 21) which is shown to be an optimum RS code in the
previous simulations. Figure 13 shows that among all the tested modulation schemes, 32-FSK has
the best error performance while 16-QAM has the worst error performance. The RS coding gain
of all the modulation schemes is about 4dB.

BER vs Eb/NO for OQPSK over AWGN with t = 2

10°
uncoded
1 -RS(15,11)
10 e
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o
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Figure 11. RS error performance for OQPSK over AWGN channel with t=2 and increasing n
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Figure 12. RS error performance for OQPSK over AWGN channel with t=5 and increasing n
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Figure 13. RS error performance for difference modulation schemes

7. Conclusions
In this paper, we present formulas for evaluating the error performance of RS codes (BER vs.
En/No) for both AWGN and Rayleigh fading channels. Effects of different design factors of RS
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codes and different modulation schemes have been investigated. The simulation results show that
using RS coded modulation schemes provides better reliability performance for the transmitted
signals than uncoded systems for both AWGN and Rayleigh fading channels. With the proper
design of RS code parameters and choice of modulation schemes, significant coding gains can be
obtained by using RS codes. Particularly, among all the studied modulation schemes, the MFSK
modulation performs the best while MQAM performs the worst. Simulation results also show that
the BER performance is initially improved as code rate R increases, but it eventually decreases
after passing a certain threshold value of R. The optimum code rate is between 0.67 and 0.87.
With constant R, the BER performance improves as the codeword length n increases.
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